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1. 3arajbHi 0J10KEHHS
[Tomituka iHpopmartiiiHoi Oe3nexku (nani — [lomiThka) BU3Hayae 3arajibHi BUMOTH J10
iH(popmartiiiHoi 6e3nekn y BukonaBuomy komiteTi CTpUHCBKOI MIChKOI paau (manmi —
TI"), OCHOBHI PUHUMIIK, 1Tl Ta 3aBJAaHHs yIpaBiiHHS iHGopMarliitHoto 6e3nekoro TT.
Hana Ilonituka € 00OB’S3KOBUM JOKYMEHTOM JUJISi O3HAMOMJIEHHS NpU NpHUOMI Ha
pOOOTY Ta SABIAETHCS JOCTYITHOIO JIJIsI O3HAUOMJICHHSI Oy Ib-sIKOMY CITiBpoOITHUKOBI TT

abo TpeTii CTOPOHI.

s IMomituka € odimiiiHo mnpuiiHsaTor0 KepiBHunrBom TIT cuctemoro moOTIsaiB Ha
npobiemu 3abe3nedeHHs 1HPOpMaIiifHOI Oe31eKH, BCTAaHOBIIOE TPUHIIUITH MOOYI0BU
IpOIECiB  ymnpaBmiHHA i1H(OpMaIiiiHOIO O€3MeKo0 Ha OCHOBI CHCTEMAaTH30BaHOI
PO3pOOKH Ta BIPOBAKEHHS MOITHK, TIOJI0KEHD, PETJIAMEHTIB, CTAHIAPTIB, IHCTPYKITIN
Ta IHIIUX HOPMATUBHUX JOKYMEHTIB B 001acTi iHQOpMaLiifHOT Oe3MeKu.

Mertoro nauoi [lomituku €:

— 3abe3neueHHa 3axucty iHGopmariiinux pecypcie TIT Big 30BHIIMIHIX 1
BHYTPIILIHIX 3arpo3;

— besnepepBHicTh poOOTH BCix cityk0 1 cepBiciB TT;

— MiHimi3arlist pu3MKiB ornepaiitnoi aissibHocT! T

— CtBopenns no3utuBHO1 pemyTaitii TT" mpu B3aemonii 3 TpeTiMu CTOPOHAMH;

— BIianoBigHICTh 3aKOHOJABCTBY YKpaiHM Ta BUMOraM KOHTPOJIIOIOYMX OpraHiB B
obmnacTi iH(popmaIliitHoi 0e3MeKn Ta 3aXUCTy MEPCOHATBHUX JaHUX.

Hana TlomiTuka MOMMPIOETHCS HA Bl mporiecu AisutbHOCTI TI' Ta € 000B'I3K0BOIO /115t

BUKOHaHHs BciMma criiBpobitHukamu TT. [Topymenns sumor IlomiTuku TSTHE 32 CO0010
JTUCITUIUTIHAPHY ~ BIAMOBINAMBHICTh Ta  BIANOBIMAIBHICTh 3TIAHO 3  YUHHUM

3aKOHOJIaBCTBOM Y KpaiHH.



2. Tepminu T2 BUSHAYCHHSH

Baacuuk IA — cniBpoOiTHuk TI', sikuil Hece BiANMOBIAAIBHICTH 3a: 3a0€3MEUECHHS
HaAJIeKHOI Kiacudikamii iHpopMmalli Ta akTHUBIB, MOB'A3aHUX 13 3acobamMu 0OpPOOKHU
iH(dopmarllli; BHU3HAYEHHS Ta MEPIOAMYHUNA Teperyisiy OoOMeXeHb JocTymy 1
Kiacudikaiii; ymnpapiliHHS KOHKPETHHUMH pPHU3MKaMH, TOB'S3aHUMH 3 aKTHBOM, 1
BU3HAYEHHS MOB'I3aHUX MOTpeO B Oe3merrl.

BuyTtpimniii ayqut — ayaut Ib, mo npoBoguthes criBpoOiTHHKamMu T, BiAMOBIIHO
HABUCHHMMHU Ta HE3AJIC)KHHUM Bi1Jl KOHTPOIIOKY01 0COOH.

BniamB — BenuumHa 30UTKY, SKAA MOXKHA OYIKyBaTHU B pPE3yibTaTi HACIIIKIB
HECAHKIIIOHOBAHOTO PO3KPUTTS iHQoOpMallii, HECAaHKIIIOHOBAaHOI 3MiHM iH(}OpMaIi,
HECAHKITIOHOBAHOTO 3HUIICHHS 1H(opmarlii adbo BTpatu iHDopmariii adbo mopyIieHHsS
JOCTYITHOCTI 1H(GOPMAIIIITHOT CHCTEMH.

JlocTynHicTh — BIACTUBICTh 1H(POPMAILLii, SIKA MOJISITa€ B TOMY, 100 OyTH JOCTYIHOIO
Ta BUKOPUCTOBYBATUCS HA BUMOTY KOPUCTyBaya 1/abo mpoiiecy.

3arpoza — MoxiMBa HeOe3leKa, siKa MOXKE€ BUKOPUCTOBYBAaTH YpPa3iHUBICTh B
iH(hopMaIiiiHIA cucTeMi Uil TOPYIIEHHS LITICHOCTI, KOH(IIEHUIHHOCTI, JOCTYIHOCTI
CUCTEMH.

Indopmauniiina 6e3nexa (IB) — e npakTuka 3a0e3MeUeHHS 3aXUCTy 1H(POpMAIITHUX
aKTUBIB BIJl 3arpo3, SKI MOXXYTh Ha HUX BIUIMHYTU. BoHa BKIItOUae B cebe BUUEPITHUIMA
HaOlp 3aco0iB ympaBiiHHS, $KI OXOIUTIOIOTH Pi3HI (akTtopu (JIIOACHKI, (i3uyHi,
€KOJIOT1YHI Ta TeXHIYH1) IPOTATOM >KHUTTEBOTO ITUKITY 1HGOPMAIIHHUX 1 TEXHOJIOTTYHUX
aKTHBIB, BKIIIOYAIOUYH PO3POOKY, CTBOPEHHS 1 BIIPOBA/PKCHHSI HOBUX CHUCTEM, TIATPUMKA
JaHUX 1 CHCTEM, MOHITOPUHT BUKOPHUCTAHHS TAKMX aKTHBIB, BUSIBJICHHS Ta pearyBaHHS
Ha MOTEHIIIIHI 3arpo3u, JOTPUMAaHHSA YMHHUX 3aKOHIB 1 TIOJIOXKEHB Mpo KidepOe3mneky i
KOH(1JIEHIIMHICTh, @ TAKOK BUBEJICHHS 3 eKcrutyarailii [T-cucteM 1 3HUIIIEHHS TaHUX.

Indopmaniiina cucrema — KOMII'IOTEPHI CHUCTEMH, NpPOrpaMHE 3a0e€3MEeUeHHs,
TeJleKOMYHiKallifHe 1 nepudepiiine yCTaTKyBaHHS.

Indopmauniiinuii akTus (IA) — oO6nagHaHHs, nporpamue 3a0e3nedYeHHs, JaHl, a TaKOX
CHIBpOOITHUKH, sKI OepyTh ydacThb B Tmporecax mismibHocTi TI', siki BH3HaueHi 1
YOPaBISIOTBCA K €AUHE IIijIe, Mmo0 #Horo MokHa OyJio 3pO3yMITH, CIUIBHO
BUKOPUCTOBYBATH, 3aXMILATU Ta €PEeKTUBHO KepyBaTH. [HdopmaliiiiHi akTUBH MarOTh
KEepOBaHy IIHHICTh, PU3UKHU, KOHTEHT 1 )KUTTEB1 LIUKIIH.



InmuaeHT — 1€ MOMIA, SIKa HE € YACTUHOK 3BUYAHUX omepalliii 1 nopyirye poOodi
npouecy. [HIUIeHT MOXKe BKIFOYATH BIAMOBY (DYHKIIII a00 MOCIYTH, K1 IOBUHHI OYyJIU
OyTH HajaHi, a00 OyAb-sAK1 1HII TUIIK 30010 orepaiiii.

Kondinenuiiinicts — BractuBicTh iH(pOpMallii, siKka Moysrae B ToMmy, 1o iHdopmais
HE MOKe OyTH OTprMaHa HEaBTOPU30BAHUM KOPHUCTYyBaueM 1/a00 MpOIECoM.

KopucryBau — oco6a a6o TT', siki B3aeMo1it0Th 3 iHQOPMALITHUMU CUCTEMaMHU.

Ouinka pu3uKiB — mpoliec BUABJICHHS, BU3HAYCHHS MPIOPUTETIB Ta aHAJI3 PU3UKIB.
[Iporiec BkIIOUYa€ BU3HAYEHHS CTYIEHA, B SIKOMY HECIPHUATIUBI 0OCTaBUHU abO MOil
MOXKYTh BIUTMHYTH Ha Opranizamito. Jlanuii mporiec BUKOPUCTOBYE pe3yJIbTaTH OLIIHOK
3arpo3 1 Bpa3IMBOCTEH IS BUSBJICHHS PU3UKIB JUIs AisiibHOCTI TT 1 OIIHIOE 111 pU3UKH,
3 TOYKH 30py WMOBIPHOCTI BUHUKHEHHS 1 BIUIMBY. Pe3ylbTaToM OLIHKH PHU3UKY €
CIHCOK mepeadadyBaHMX TMOTEHLIWHUX BIUIMBIB 1 SABHHX BpasznuBocTed. OIiHKa
PHU3HKIB € YACTHHOIO MPOIIECY YIPABIIHHSI PU3UKAMH.

HoaiTnka indgopmaniiinoi Oe3mekn — HaOIp 3aJ0KYMEHTOBAaHUX YINPABIIHCHKUX
pilieHs, cTBOpeHui uist 3axucty iH(opmanii TI' Ta noB'a3aHux 3 HEIO pecypciB.

Pu3uk — AMOBIpHICTh BIUIMBY Ha AlsUIbHICTH TI (BKIIIOUarOuM Micito, QyHKIIL, 1IMIJIK,
penyraiiito), ii akTuBM (pecypcu) 1 CHIBpOOITHHKIB B Pe3yJbTaTi eKCIuTyaTali
Bpa3IMBOCTEH 1H(GOpPMALIMHOT CHCTEMH 1 3ajJeXHO BIiJ TMOTEHI[IHHOIO BIUIUBY,
peaJizariis 3arpo3u 1 KMOBIPHICTH 11 peasizaiiii.

Ypa3zauBicTh — Hef0NIK B 1HGOpMAIiiHIN cucTeMi, SIKH MOXe OyTH BUKOPUCTAHUMN
cy0'eKTOM 3arpo3u (HaIpHUKIIaJ, 3JTOBMHUCHHKOM) JUIi BUKOHAHHS HECAHKIIIOHOBAHHUX
il B cHCTeMi 1 TOPYIIEHHS IIJTICHOCTI, KOHQIMEHIIHHOCTI, JOCTYMHOCTI a0o
CIIOCTEPEHKIIMBOCTI.

HinicHicTh — B1acTUBIiCTH 1HGOpPMAIIi], KA MOIATAE B TOMY, IO iH(OpMAIlisS HE MOXKE
Oyt MoIU(1KOBaHA HEABTOPHU30BAHUM KOPHUCTYBadYeM 1/a00 POIIECOM.

IIu¢pyBaHHs — [IPOLIEC IEPETBOPEHHS BIAKPUTOrO TEKCTY B 3aIIM(PPOBAHUI 3 METOIO
6e3mneku a00 KOH(IIEHIIHHOCTI.

M kinause 13 — nporpaMue 3a0e3MeUeHHS, IKE BXKUBIIOETHCSA B CHCTEMY, SIK TIPABHUIIO,
Ta€EMHO, 3 METOI0 MOPYIICHHS KOH(QIICHIINHOCTI, HUIICHOCTI Ta/ab0 JOCTYHMHOCTI
JAHUX, TOJAaTKIB a00 orepaliifHoi CHCTEMU KOPUCTyBaya a00 1HIIMM YMHOM IIKOJUTH
a00 3aBaKaTH poOOTI KOPUCTyBaya.



SMTPS — Simple Mail Transfer Protocol Secure.



HoaiTtuka iHpopmaninHoi 0e3nexku

3.1. YopasJjiHHs iHdopMaLiiiHOW 0e311eK010
s 3abe3neuenHs Ib, HeoOXigHO ciigyBaTh (OpMaJbHUM 3arajJlbHUM IpaBuiIaM Ta

polieypaM HaBeJACHUM JIaji, 0 MOKPUBAIOTh BiJMOBIIHE BUKopucTtanas [A TI.

CriBpo6iTHuku TI' Ta BiAMOBIAHI TPETi CTOPOHHU (SKI MAKOTh JAOCTYI 10 1HGOpMaIi
ta/abo pecypciB TI') moBuHHI OyTH TpoiHGOPMOBaHI MPO HEOOXITHICTh JTOTPUMAHHS
el [Tomtukn.

st 3abe3neueHHsT TMOCTIMHOT TPHUAATHOCTI, aJCKBATHOCTI Ta €()EKTUBHOCTI IIs
[TomiTrka mTOBWMHHA TmeperaanaTtucs BianmoBiganbHOI 0c000r0 3a 1HGOpPMAIiTHY
Oe3reKky dYepe3 3arlaHOBaHI MPOMDKKH Yacy — MIOHAWMEHIIE pa3 B PiK, SKIIO
BIIPOBAKYIOThCS CYTTEB1 3MiHU a00 3a pimeHHsM Kepisaunrsa TT.

CYTT€BI/IMI/I 3MIHAMH MOJKHA BBayKaTH:

— 3wminu B nporecax aismibHOCTI TT
— 3MiHH B OpTaHi3aiiiHii CTPYKTYpI;
— 3wminu B [T-iHdppacTpykTypi TT Toro.
BigmoBimno mo cdepu mismibHOCTI TIT HEOOXiMHO TaKOXX BpaxOBYBaTH HACTYITHI
MOMCHTH:
— 3aKOHOJaBCTBO, 1110 peryoe chepy AisibHOcTI TI™ Ta moroBipHI 30008’ 13aHHS;
— BianosiganeHicTh 3a mopymieHHs [lomituku;
— O06o0B’sa3ku Kepisaunrsa TI' Ta iHmumx oci0 mo10 0e3neku cucteM Ta iHpopmarii
TT.
3.2. Po3noain 060oB’sa3kiB 3 iHdopmalliiiHoi Oe3nexku
3aranpHa BianoBiganbHIicTh 3a Ib TI' mokmamaerses Ha KepiBHUITBO.
Koungiktai 000B’s13ku Ta chepu BIAMOBINATBHOCTI MOBHUHHI OyTH PpO3IiNEHI, MO0

3MEHIIUTA MOXJIMBOCTI JUIA HECAHKI[IOHOBAHUX a00 HEHAaBMUCHUX 3MIH YU
snosxuBadHg [A TT.

®opmanpHe po3noauvieHHa BignosiganbHOcTi  KepiBHuurtBom TI'  3abe3neuye
CTpaTeriuHy Mpo30piCTh Ta BIUIMB Ha MPaKTUKY 3a0e3nedeHHs Ib.



KepiBHUIITBO BIANOBIAAJIBHE 34:

— Bwu3HaueHHs KPUTUYHUX OTEPAIliiHUX TPOIECiB s AisiibHOCTI TT7;
— TlpwuitasTTs pimeHs moa0 po3Butky b T

— 3arBep/uKeHHs Ta nowupeHHs npasui 1 Bumor Ib B TT;

— 3aTBep/pKEHHS BIAMOBIATLHOCTI 32 MOPYIIEHHS MpaBwil Ta BUMOT 1b;

— ®yHKI1i10 NepeBipKH Ta KOHTPOJt0 BUKOHaHHS B TI" mpaBui ta Bumor 1b.

JlogaTkoBO BIAMOBIANIBHI Ta iX 000B'SI3KH OMKCaH1 HIKYE B T i€l [1omiThKuy.

3.3. be3neka J10achbKHX pecypciB

ITepeBipka kaHIUATIB MEpe MpalleBIAIITYBAaHHIM, CIIBPOOITHUKIB UM TPETIX CTOPIH
MOBUHHA YITKO BPaxOBYBaTH YYTJIMBICTH iHGOpMAIIii, 10 SKOT KaHIUJATH OTPUMAIOTh
JOCTYI, Ta TepeadadyBaHl pU3MKA TPH BHU3HAYCHHI XapakTepy Ta CTPOKIB IMX
MEPEBIPOK.

HpI/I3Ha‘-IeHH$I Ha 1mocaau Ta 3BUILHEHHS 3 mocaa NMMOBMHHO BHKOHYBATHCA BiI[HOBiI[HO
A0 JCPKaBHUX HOPMATHBHO-IIPABOBUX aKTIB.

Koxen cniBpoOiTHUK T Ta TpeThoi CTOPOHU, IKOMY HaJaHO AOCTYI JO CHCTEM Ta/abo
nanux TI', Hece BINMOBIAAIBHICTH 3a O€3MEYHE BUKOPUCTAHHS CHUCTEM 1 JIAHUX IS
e aismpHocTi TTM Ta JoTpuMaHHS ii MOJITHK.

CniBpoOITHUKM Ta TpPETI CTOPOHM HECYTh BIANOBIJANBHICTH 3a IOBIIOMJICHHS
KepiBHUKY 1Ipo Oy/ib-K1 CYMHIBU 110710 €()EKTUBHOCTI MPOIIECiB O€3IeKH, Mpo Oy ib-
AKY TIOJIIF0 UM 1HIUJEHT 1I0JI0 HECAHKI[IOHOBAHOTO 200 HEMPaBUJIBHOTO BUKOPUCTAHHS
aktuBiB TT.

O6oB’s30k KepiBauunrea TI' Bumaratu Bij BCiX CHIBPOOITHHUKIB Ta TPETIX CTOPIH
notpumanHs Bumor Ib TI', BiAOBIIHO 10 BCTAaHOBJEHUX IOJITHK Ta MPOIIECIB, a TAKOK
KOHTPOJIFOBATH MPOIIEC TX TOTPHUMaHHS.

[IpunuHeHHs TPyAOBOI MiSUTBHOCTI 3IIHCHIOETHCA 3TIAHO 3 YWHHUM TPYJOBUM
3aKOHOJABCTBOM Y KpaiHH.

3.4. HaB4yanH# TA 00i3HAHICTH

Bci cniBpoOITHUKH, fAKI € KOPUCTyBayaMW BHYTPIIIHBOI MeEpeXi MNOBUHHI OyTH
O3HAHOMJIEH] 3 BHYTPIIIHIMU BUMOTaMy MIOJA0 POOOTH 3 1H(QOpPMALIHHUMH aKTHBaAMHU
TI" Ta HECTH MepCcOHAIBHY BIANOBIAAIBHICTD 32 X JOTPUMAHHS.
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VYci cniBpoOITHUKM Ta BIANOBIIHI TPETI CTOPOHU MOBMHHI MPOXOJUTH BIANOBIIHY
MIJITOTOBKY 3 MiJABUIIEHHS OOI13HAHOCTI Ta PEryJIIpHO OTpUMYBaTU 1HGOPMAIIIO PO
OHOBJICHHS OpraHi3alliiHUX MOJITUK Ta IPOLEIYP BIAMOBIIHO A0 iX poO0YnX QPYyHKIIIH.

[Iporpama o0i3HaHOCTI MOBUHHA 3a0e3MevyBaTH, 00 yCl CIIBPOOITHUKH JTOCSATAIN Ta
OiATPUMYBaJIM MpUHANMHI 0a30BUI piBEHb pO3yMIHHS NMUTaHb Ib, Takux sk 3arajabHi
3000B’s3aHHS 3T1IHO 3 PI3HUMH MOJITUKAMH, CTaHIapTaMH, IPoIeaypaMu, KEPiBHUMHU
NPUHLUIIAMY, 3aKOHAMHM, HOPMAaTUBHUMH AaKTaMH, KOHTPAaKTHUMHM yMOBAaMH, a TaKOXK
3araJbHONPUUHATHMU CTaHIaPTAMU €TUKU Ta MPUHHATHOI TOBEAIHKY.

JlonaTkoBe HaBuYaHHSA MIAXOAUTh JUJIsl CHIBPOOITHUKIB, SIKI MAalOTh KOHKPETHI
3000B’s13aHHS MO0 3aXUCTy iH(pOpMaIlii Ta KOMy He BUCTadae 0a30BOi 0OI3HAHOCTI
moao Ib B pamkax pobGodoro mporecy, Hampukian, aaMiHICTpATOpaM CHCTEM,
BignoBizansHuM 3a Ib, KepiBuuury TI'. Taki BUMOTH [0 HaBYaHHsS MOBHHHI OyTH
BHU3HAYEHI B OCOOMCTHX IJIJaHAX HABYAHHSI CIIBPOOITHHUKIB.

3.5. dDiznuHa 0e3mexa

3acobu 00poOku 1H(OpMalli MOBUHHI PO3MINIYBATHCS B 3aXMILEHUX 30HAX, (I3UYHO
3aXUIICHUX BiJ] HECAHKI[IOHOBAHOTO JOCTYITy, TIOIIKO/KEHHS Ta BTPYYaHHS YU 3MIiHH
NEBHUX MepuMeTpiB Oe3neku. s BusABIEeHHS ab0 3amo0iraHHs HECaHKIIOHOBAHOTO
nocTymy Ta 3axucty [A, ocobauBO KPUTHUYHUX 1 YyTJIMBUX, IOBUHHI 3aCTOCOBYIOTHCS
OaratopiBHEBI BHYTPIIIHI Ta 30BHIIIHI 3acCO0M KOHTPOJIO BIiJl MPUMYCOBHX abo
NPUXOBAHMX aTaK.

CriBpoOITHUKH Ta TPETI CTOPOHU MOBUHHI BUKOPUCTOBYBATH (Di3MUHUM 171eHTUDIKATOD
KOHTPOJIO J0cTymy (KapTka abo Oy/p-sKa iHIA albTepHATHBA), MO0 MATH JOCTYM JI0
npumimieas TI. Jlns BXomy B 30HH OOMEXKEHOTO JOCTyIy (cepBepHi, (iHaHCOBUI
BIIIIJT TOIIO) CIIBPOOITHUKK/TPETS CTOPOHA TOBHHHI MaTH BIiIMOBITHUN pPIBEHb
nocryny. Lleit piBens 3aTBepaxkyeThest KepiBaunrsom TT .

BiasimyBaui TI' mOBMHHI  3aBXJIM  CYNPOBOJ/KYBATHCH  BIJANOBIJAJbHUMU
CHiBpOOITHUKAMU 3aJU1sl YHUKHEHHS focTymy 10 IA TI', 1110 MOXyTh MICTUTH YyTIUBY
1H(popMalliio.

InenTudikatopu AOCTYIMy MarOTh BHUJABATHUCS IiJ 4Yac aganTaiii criBpoOiTHUKIB B TT
Ta 3HUIIYBATUCA, KOJIU CITIBPOOITHUK 3anuinae OpraHizalio.

3.6. Kuaacudikauia Ta ynpapiainuga inpopmaniero
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[ndopmarniro ciig knacudikyBaTu, BU3HAYATH Ta OLIHIOBATH PU3UKHU BIAMOBIAHO A0 ii
KOH(IAEHIIMHOCTI, LUIICHOCTI, JOCTYMHOCTI Ta CIOCTEPEKIUBOCTI, HE3AJIECKHO BiJ
HOCIsI, Ha IKOMY BOHa 30epiraerbces 1/a00 00podiseTbesa. YyTnusa iHdopmallisi HOBUHHA
BU3HAYATUCA BIAMOBIAHO 70 1i KOH(MIACHIIHWHOCTI, IUTICHOCTI, JOCTYIMHOCTI Ta
cnoctepexuBocTi. Bes iHdopmartis, okpiM myOai4HOI, Ma€ BU3ZHAYATUCS K UyTIUBA.

Heszanexxno Big piBHA  KoHGimeHHiWHOCTI, Bes iHGopmaiis TIT  moBuHHA
BUKOPHCTOBYBATHCS HaJIS)KHUM YHHOM Ta TUTBKU IS JO3BOJICHUX IIIJICH.

Poskpurtst iHGoOpMariii 3 OOMEXKEHUM JOCTYIIOM MOXKE 3IHCHIOBATHCS JIHIIE Y
3aKOHHHUH CIOci0 3alikaBiIeHUM o0co0aM OpraHiB BIagu, a TaKoX (I3UYHUM Ta
IOpUIUYHUM ocobam 3a 3rogoro TI', 3 JOTpUMaHHSM BUMOT YHHHOTO 3aKOHO/JIABCTBA
VYkpainu Ta BUMOT BimoBigHUX J{OroBOpIB.

3.7. OOpoOka, mepenaya ta 30epiranHss JaHUX

UyTnuBi JaH1 TOBUHHI 30MpaTUCs Ta 30epiratucs Julle B CUCTEMaX, 1€ € 00IPyHTOBaHA
JII0OBAa 4K TeXHIYHA noTpeda. YyTnuBi BUpOOHUY1 JaH! MOBHHHI OyTH 3aXUIIEH] MPU
30epiranHi 1/a00 BUKOPUCTaHHI y CUCTEMAaX, 1 HAAIHO BUAAJIATUCH, KOJIM BOHU OLIbIIIE
HE TIOTPI1OHI.

Jiarpama abo cxema MOTOKIB JaHUX MOBHHHA OyTH BIPOBAKCHOIO Ta PETYJISIPHO
neperiasgaTuch. IHBeHTapu3allis Ta Kilacudikamis MaHUX TOBUHHA TMPOBOIUTHUCS
IIOHaMEHIIIE pa3 Ha PiK.

UyTnuBi NaHi HIKOJIM HE TMOBHHHI 30MpaTucsi a00 BUKOPUCTOBYBATUCS IS IIUICH,
BIIMIHHUX BIJl TUX, JUJISl IKMX JaH1 Oysn 310paHi criovarky. Y ci mapaMmeTpu 30epeskeHHs
naHux (Tepioau, Il TOINO) MOBUHHI OyTH 3aKOHHMMH Ta BiJIOBIJATH MICIIEBOMY Ta
MIXHAPOTHOMY 3aKOHOJIaBCTBY Ta HOPMaM IIIOJI0 3aXUCTY JIaHUX.

[HBeHTapU3allis YyTIMBHX JaHWUX IMOBMHHA BKJIIOYATH 1ICHTH(IKAIIO KOHKPETHUX
3aXOIUICHUX €JIEMEHTIB JAaHMX, J€ JO03BOJICHO 30€piraHHs KOXXHOI'O €JIEMEHTY 1
HEOOX1THMX 3aXOJ(IB O€3MeKH — HaANpUKIaJ, I 3aXUCTy KOH(IIEHLIMHOCTI Ta/abo
IITICHOCTI — JJIsl KOKHOTO €JIEMEHTa JIaHUX 11 yac 30epiranHs 1 mepeaayi.

VY pazi 300py abo 30epiraHHs YyTJIMBUX BUPOOHMYMX JIaHMX, BOHHM TOBUHHI OyTH
HAJIC)KHUM YMHOM 3aXUIICHI — HAIIPUKJIIA, 3a JOITOMOTOI0 HAIIHHUX 3aX0J1iB KOHTPOJIIO
nocTymy Ta/abo HaaiiHOT Kpunrorpadii 3 mpudHaTHMU B rany3i Ib mnporecamu
yIOpaBIiHHS KIouyaMH. SIK TIIbKM BOHU OUIbIlIe HE MOTPIOHI A Iinei 300py, naHi
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MOBUHHI OyTH HAJIMHO BUJAJEHI, 1100 OyJ0 HEMOXKJIMBO BIAHOBHTH ab0 MepepoOUTH
naH1 3 0y/1b-KOi CHCTEMH.

3.8. YmnpasiiHHA iHpopMaLiHHUMHU AKTUBAMH

VYeci indopmariitai aktuBu TI' moBUHHI OyTH BU3HAUYCHI Ta 3aJI0OKyMEeHTOBaHI B Peectpi
IA. IA TT MOXyTbh BKJIFOUATH:

— Iadopmarniro npo TI' Ta 3arikaBiaeHi TpeTi CTOpOHU (TIAPSAHUKH, MAPTHEPH,
KJIIEHTH TOIIIO),

— Cucrtemu, nociIyrd 4u oOJaJHAHHS, B SIKUX OOpoOJIsieThCs, 30epiraeTbest abo
nepenaerbes iHGopmartis nmpo T Ta 3arikaBiIeHUX TPETIX CTOPIH.

TI' Mae perymspHO meperisiiaTH Ta NOpU3HAYaTH BIANOBIAHI  OOOB’SI3KM 3
oOcnyroByBaHHs Ta nepeBipku Peectpy IA. PeecTp noBuHEeH MiCTUTH 1H(POPMAILIIIO TIPO:

— Bnacnuxkis IA;
— Hassu IA;

— PiBenb kputuuHocTi [A.

Brnacauk [A He Hece (iHAHCOBY BIAMOBINANBHICTG 3a aKTWUB, a BIANOBIAAE 3a
3a0e3neyeHHs] KOH(1IEHIIIHHOCTI, IIUTICHOCTI, JOCTYMHOCTI Ta CHOCTEPEXIUBOCTI [A.
Bnacauku [A moBHHHI HECTH OCHOBHY BiJNOBIAAJIBHICTH 1 BIAMOBIIATH 3a HAJICKHUI
KOHTPOJIb JOCTYITY JI0 CBOIX aKTHBIB.

Kpurepii kmacudikaiii akTUBIB Ta BHUSBIEHHS KPUTHUYHO BAXKIMBUX AaKTHUBIB IS
nistibHOCTI TT' — TUX aKTHUBIB, MOPYLIEHHS! KOH(PIASHIIIHHOCTI, LUTICHOCTI, TOCTYITHOCTI
a00 CIIOCTEPEKITUBOCTI IKMX MOKE CYTTEBO BIUIMHYTH Ha JisbHICTh T1', HOBUHHI OyTH
BU3HAYEHI Ta BCTAHOBJEHI. |A MOXYyTh OyTH Kiacu(]ikOBaHI 3a pIBHEM KPUTHYHOCTI
s TT, BIAMOBITHO 10 BHYTPIIIHIX i1 BUMOT.

Poni Ta 060B’s13ku moBHMHHI OyTH BU3HaueHi 111 BinacHukiB A Ta kopucryBauis [A.

3.9. BukxopucTaHHA 0COOMCTHX NPHUCTPOIB
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TI" MOXe A03BOJIATH CHIBPOOITHUKAM Ta 1HIIMM aBTOPU30BAHUM KOPHCTyBauaM CBOIX
CUCTEM, MOCIYI Ta PECYpCiB BUKOPUCTOBYBATH BJIAacHI MPHUCTPOi JJIsi BUKOHAHHS
NoCcaloBUX OOOB’SI3KIB Ta 3aBJaHb, SIKI HEOOXIJTHI JJs 3a0e3reueHHs il 0e3nepepBHOT
IISIBHOCTI.

TI' moBuHHA pPO3pOOMTH Ta BCTAHOBUTH BUMOTH Ib 110710 BUKOpPHUCTaHHS BIIACHUX
poOOUYMX TMPUCTPOIB Ta JIOBECTH iX JI0 BiJoMa YCIX CHIBPOOITHUKIB Ta BIAMOBIIHUX
TpeTix ctopiH. OcoOUCTy BiANOBIIAIBHICTh MA€ HECTH KOXKEH CIIBPOOITHUK Ta TPETS
CTOpPOHA, III0 BUKOPUCTOBYE MEPCOHATBHUM MPUCTPIH SISl TOCTYITY 10 CUCTEM, MOCITYT
ta pecypciB TI', o0 3a0e3neunTu BiAMOBITHE BUKOPUCTAHHS BCIX MPOTOKOJIIB OE3MEKH
Ta yCiX 3aXO0/iB O€3IMeKH.

Koxen mpuctpiii, SKuii BUKOPUCTOBYETHCS 11 BUKOHAHHS MOCATOBUX 00OB’S3KIB Ta
3aBllaHb, K1 HEOOXiaH1 g 3abe3meueHHs OesnepepBHOi AisuibHOCTI TI', ToOTO AMs
JOCTYIy O BHYTPIIIHbOI 1H(pOpMAaIlil, TOBUHEH BUKOPUCTOBYBATHCS BIAMOBIIAJIBHO Ta
aviie B pobounx wuisix. HeBUKOHaHHS [1aHOrO NpaBWiIa HeEce 3a COOOK0 HeraiHe
MPUITMHEHHS 00JIIKOBOTO 3aUCy KOPUCTYyBaya.

3.10. YunpasJiHHA JOCTYIIOM

[IpaBa goctymy moBuHHI OyTH BHU3HAYEH1 BIAMOBIIHO 1O poJieid, BcTaHOBIeHUX B TI,
JUTSL TOTO, 100 CIIPOCTUTH aMIHICTPYBaHHS.

Hoctyn no IA moBuHeH 3a0e3medyyBaTHCh BIAMOBIAHO 1O TMPUHLIUITY MIHIMAJIbHUX
NpUBLICIB (AOCTYyN HAMAETHCS TUIBKU JO TUX CHUCTEM, SIKI HEOOXIJHI KOPUCTyBayy B
Mexax poOOTH) Ta MOCTIHHO KOHTPOIIOBATUCS.

BiamoBimaneHiCTh 3a pPO3MOAUT pOJeH KOpUCTyBadaM Ta TMEpIOJAWYHI TEPEeBIpKU
noBUHHA OyTH TOKJIaieHa Ha BianoBiganeHy ocoOy 3a Ib.

Martpuus AocTynmy MOBMHHA OyTH BU3HA4YeHa JUId KOXHOI 1H(OpMaliiHOT cHUCTEMH 1
HajaBaTh 1H(QOpMaLIl0 Tpo BCl IMpaBa JOCTYIy, HaJaHl KOPUCTyBadyaMm J10
iH(popmarii/cucrem/mocayr  TI, 13 3a3HayeHHSM pIBHSA JOCTyNy: MEpersii,
peaaryBaHHs, aAMIHICTpYBaHHS.

Jlerenga Matpulii A0CTyIly MOBHMHHA OyTH BCTaHOBJIEHA Ta 3aJI0KYMEHTOBaHa, TOOTO,
BHU3HAYCHHUI PIBCHb TTOBHOBA)XCHB, 3 SKMMHU KOPHCTYBAad OTPHMYE JTOCTYI O PECypCy
(manpukian, A — aaMidictpatop, E — pemaktop, R — umtanHs/komeHTyBaHHs, V —
Heperis).
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VYci 3anmuti Ha JAOCTYyHn TMOBHHHI OyTH cxBajeHl OesnocepenHiM KepiBHUKOM
crniBpoOiTHHKA Ta BignosigaasHO0 0c00010 32 Ib nepen HagaHHSAM JTOCTYyy.

OO6mikoBi 3amyMcH KOPUCTYBauiB IMOBHUHHI HEraiiHO OJIOKYBaTHCS aJMIHICTPATOPOM
CHUCTEM, SIKIIIO JI0 HUX OTPUMAaHMK HECAHKIIIOHOBAaHUM JOCTYI ab0 BUSBJICHA Migo3pina
AKTUBHICTb.

KopuctyBanust 1BoakTopHOIO0 ayTeHTHU(DIKAIIEI0 KOPUCTYyBauyaMU B TUX CHUCTEMax Ta
cepBicax, Jie 1[e MOXKIIUBO, € 000B’I3KOBHM.

Ileperasa kopucTyBalbKUX NPaB

BianosinaneHa ocoba 3a Ib moBMHHA peryispHO NeperisaaTd IpaBa JOCTYIY
KOPHUCTYBAauiB.

OOOB’SI3KOBUM € CTBOPEHHS Ta 3a0€3MeUeHHs BUKOHAHHS IUIaHIB NEPerjsay JOCTYIIIB
1uist Beix cucteM Ta [A, ocobnuBo kputuyHuXx. [1oTpiOHO BpaxoByBaTH HACTYITHE:

— IlpaBa xopHCTyBauiB MOBHHHI NEPErISAATUCS PETYJSIPHO Ta MICHS BHECEHHSI
3MiH, TaKHUX K 3MiHa OCaaH a00 3BIJILHECHHS,

— IlpaBa xopucTyBa4iB MOBHWHHI MEPETIIAIATUCSA y pa3i 3MIHUA POJIi KOPUCTyBada B
1T

— IlpuBineiioBaHi npaBa MOBUHHI MEPETIISIATUCS YACTILIE;

— IlpuBineiioBani mpaBa JOCTYNy IIOBUHHI PEryJspHO TMeperyisaaTucs, oo
rapanTyBaTd, MI0 HIXTO HE OTPUMYBaB MPUBLICHOBAHWUN  JOCTYII
HECAHKI[IOHOBAHUM CIIOCOOOM.

Joctyn 10 Mepexi Ta MepekeBUX CepBiciB

KopucrtyBauam moBuHEH HajaBaTUCA JOCTYI JI0 MEPEKI Ta MEPEKEBUX TOCIYT, y pasi
HEOOX1THOCT1 TAKOTO JIOCTYTLY.

[loBuHeH OyTHW BCTAaHOBIIEHHMH KOHTPOJb 3@ MEPEryIsJOM Ta YIPABIIHHAM JOCTYILY,
BKJTFOYAIO4H KOHTPOJIb T4 BIPOBAHKCHHS HACTYITHUX 3aC001B Ta IHCTPYMEHTIB:

— Ilepenik Mepex Ta MEpPEKEBUX MOCIYT 3 I03BOJICHUM JTOCTYIIOM;

— Ilpouenypu BU3HaAYEHHSI HEOOXIAHOTO TOCTYITY Ta BIANOBIAHUX KOPUCTYBAYIB;

— IucTpymeHTH U1 yIpaBIliHHS MEPEKEBUMU 3'€ THAHHSIMH Ta TIOCIyTaMHu;

— 3acobu Ta IHCTPYMEHTH MOHITOPUHTY BUKOPHUCTAHHS MEPEKEBUX TOCIYT.
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3.11. IlapoJsbHa moJITHKA
Bignosinno g0 IlaponbHOi mNOMITHKM, [Uisi 3a0€3N€4YEeHHS HAIIMHOTO 3aXHCTY
1H(pOpMAaIIHUX CUCTEM MAapOJIEM, MAIOTh OyTH BCTAHOBJIEH1 HACTYMHI NapaMeTpu:
— MinimanbHa goBXHHA: 8-12 CUMBOIIIB;
— IlapoJsib NOBUHEH BIAMOBIaTH BUMOTaM CKJIaJHOCTI: Tak;
— IloBUHEH MICTUTH CHMBOJHM BEPXHBOTO Ta HIKHBOTO PETICTPY, YMCIA, & TAKOX
HeanhaBiTHI CHMBOJIH;
— He BukopucroByBaT Oyab-sKi IEpCOHATIBHI aHI;
— He micTuTh y c00i1 3araJiIbHOBKHUBaHI1 CJIOBA;
— MiHimManpHUM TepMiH Jii maposs: 1 1eHb;
— Makcumansauii Tepmin aii napois: 30-90 nHiB;
— 30epiratu napoJi 3a J0MOMOT0r0 000pOTHOTO MU PYBAHHS: HI;
— CnoBILIEHHS PO 3MiHY: 3a 7 JIHIB J10 3aKIHYEHHS TEPMIHY Aii;
— IcTopist maponiB: 10 ocTaHHIX BUKOPUCTAHUX TAPOJIIB;
— Ilopir OijokyBaHHS OOJIKOBOTO 3amucy: S5 TIOCHIIOBHUX HEBAAIUX CHPOO
BBEJICHHSI;
— CKUHYTH JIYUIBHUK OJIOKYBaHHS O0JIIKOBOTO 3amucy uepes: 15 XBuiuH;
— besneune 30epiraHHs NapoJiB: Mapoiili He ciif 30epiratu abo mnepenaBaTH Y
BIIKPUTOMY TEKCTI.

3.12. BUKOpHCTAHHA €JIEKTPOHHOI NMOIITH

JlocTyn 10 eIeKTPOHHOI MOIITH HaJaeThes CIiBpoOiTHUKAaM TI' 1ji1 BUKOHAHHS CBOIX
CIIy»K00BUX OOOB's3KiB. BUKOpHCTaHHS €NEKTPOHHOI MOIMTH criBpoOiTHUKamMu TI B
ocobOucTHrX abo0 1HIUX IUIAX, HE OB’ I3aHUX 3 AisuIbHICTIO TI', 3a00pOHEHO.

B TT" 3aboponeHo:

— Hancunatu noBigOMIICHHS, 110 MICTSTh YyTJIUBY 1H(OpPMAILIiI0, a TAKOXK JaHi, 110
MICTATh YYTJIUBY 1H(OpMAIliI0 HE JUIsi BUKOHAHHS CBOIX CIIyKOOBHX 00OB'SI3KiB.
3a00pOHAETbCS HAJCWIATH MO EJNEeKTPOHHIN MOINTI JIOT1HHM, MapoJii Ta IHIIY
9yTIUBY 1H(MOpPMAILiIO;

— BuKOpUCTOBYBaTH €JIEKTPOHHY MOIITY JUIsl OCOOMCTHX LITIEH;
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BukopuctoByBatH €NEKTpPOHHY ajpecy s MIANHUCKA Ha MapKETUHTOBI
€JIEKTPOHH1 JTUCTU 0€3 MONepeIHHOr0 y3roKeHHS 3 BimoBigaibHOK0 0C00010 32
Ib;
BinkpuBatu Oynp-sike BKJIAAEHHS, TMOCWJIAHHS YW JOJATOK JO EJIEKTPOHHOI
TOIITH, A€ CHIBPOOITHUK HE Ma€ IPYHTOBHUX MiJICTaB BBAXaTH, 110 iH(GOpMaIlis,
710 AKO1 OYIKY€TBhCS JOCTYII, HAAIMIIIIA 3 HAJIHHOTO JKepena;

Hancunatn macoBi poscwiiku (monan 10) Ha 30BHIIIHI ajapecu 0e3 3roau
KepiBuuka criiBpoOiTHHKa Ta BianoBinansHoi ocoou 3a Ib;

Hancunatu no enexTpoHHIM MOomTi MaTepiaiy, 0 MICTATh LIKIAJIMBE MPOrpaMHe
3a0e3MeyYeHHs Y1 1HIII MPOrpaMHu, MPU3HAYEHI A7 MOPYIIEHHS, 3HUIIECHHS a00
OOMEXEHH (PYHKIIOHAIBHUX MOXJIMBOCTEN OYJIb-SKOr0 KOMI FOTEPHOIO YU
TEJIEKOMYHIKalIMHOTro 00J1aJHaHH YM 1HPOPMALIIITHUX CUCTEM Ta MOCIIYT;
Hancumatu  eneKTpOHHOIO — TIOMITOIO — MpOrpaMu,  sIKi  3a0e3neuyroTh
HECAHKI[IOHOBAaHUH JIOCTYII;

Po3noBcrokyBaTH 3a JOMOMOTOIO €JIEKTPOHHOT MOIITH MaTepiayiv, SIKi 3aXHUIICH]
ABTOPCHKMM TIPaBOM 1 3ayifaroTh OyJb-SKUIl MAaTeHT, TOProBy MapKy,
KOMEpLIHY Ta€EMHHULIIO, aBTOPChKI IpaBa abo OyJb-sKi IHIII IpaBa BIIACHOCTI.
Ta/ab0 aBTOPCHKI MpaBa ado MOB’sI3aH1 3 HUMH MPaBa TPETIX CTOPIH;
[TommproBaTu  4Wepe3  €JIEKTPOHHY TMOMTYy  iHpOpMaIliio, 3a00pOHEHY
MIKHAPOJHUM Ta YKpaiHCHKHMM 3aKOHOJABCTBOM, BKJIIOYAIOYM MaTepiayu, 110 €
IIKIIJTMBUMH, 3arpo3JMBUMH, HEIEH3YPHUMH, a TakKoX 1HGOpMAIlIIo, 10
MOpYyIIye€ 4YeCTh Ta TIAHICTh I1HIMMX. Takoxx 3a00pOHSETHCS HAJCUIATH
Marepiaiy, M0 PO3MATIOITh HAIlIOHAIBHY BOPOXKHEUY, IMiJAOYPIOIOTh 0
HACWJIbCTBA, 3aKIMKAIOTh [0 HE3aKOHHUX Miif, BKIIOYAIOYM MaTepiaiu, 10
MICTSATh IHCTPYKIIIT I10JI0 BUKOPUCTAHHS BUOYXOBUX PEUOBHH, 30pOi TOIIIO.

JlocTyn KOJMIIHBOTO CIIBPOOITHHUKA JO OOJIKOBHX 3amMHCIB eleKTpoHHOI momTu TI

MOBUHEH OYTU HETAHO BIAKIIOUECHHM Ta I€aKTUBOBAHUHU.

be3neka mepexi

HactynHi BUMoru 000B’SI3KOB1 10 BUKOHAHHS:

— Bumorn a0 koHirypamii Oe3meku TOBHHHI OyTH BHU3HAYEHI JJI1 BCHOTO

MEpEeKEeBOro 00JIaTHAHHS;
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— Bumoru 10 KOHTpo0 ayTeHTHdIKAIlll Ta JOCTYIy MOBHHHI OyTH BH3HA4YeHI Ta
MOBUHHI OyTH BIPOBAJKEHI;

— BumMoru 710 cucteM Ta MEXaHi3MIB MOHITOPUHIY O€3MEeKH MEpeXi MOBUHHI OyTH
BHU3HAYCHI, BIPOBAKEHH1, HCOOX1THIM YHHOM yTIPABIISATHCS;

— VYci OHOBJICHHS! TOBUHH1 BYACHO BCTAaHOBIIIOBATHUCH;

— 3MiHKM MOXYTh OyTH BHECEHI JIMIIIE aJMiHICTPATOPOM CHUCTEM abo BIMOBIIHUM
aBTOPU30BAHUM KOPUCTYBaYEM;

— Ilpomec pe3epBHOrO KOMIIOBaHHS MEPEKEBUX MPUCTPOIB  (HAIPUKIAT,
CUCTEMHOT0 MPOTpaMHOro 3a0e3leueHHs, JaHuX KoHQIrypaiiii, daitms 0a3
JaHUX ) TIOBUHEH B1I0YBaTUCS PETYIISIPHO;

— Bumoru 1o kondirypyanus 6esnexu Wi-Fi mepex:

3MiHa maposIiB 32 3aMOBUYYBAHHSIM;
Bumknaenns WPS;
Bumknennst SSID Broadcast;

O O O O

CBo€yacHe OHOBJICHHSI IPOLINBKY;
o OOMexeHHsI MOXJIUBOCTI M1’ €HAHHS MIPUCTPOIB 10 JIOKAIBHOT MEPEXKI.

IIpoToko/in Ge3meYHOro 3B’ 3Ky
[Ilo6 3axmcTuTH iHGPOpMAIiI0 B cHcTeMax Ta gogatkax T, HEOOXiTHO HAJICKHHM

YHHOM YTIPABJISITH Ta KOHTPOJIFOBATH MEPEXKI.

BukopucTaHHs TPOTOKOMIB O€3MEYHOr0 3B’SA3KYy TapaHTyIOTh KOH(IAEHUINHICT,
LUTICHICTB, JOCTYIHICTh Ta CIIOCTEPEKIMBOCTI 1H(POpMalli, o nepenaerscs. HactymnHi
IPOTOKOJIM HAMOLIBII NPUAHATHI 111 BUKOPUCTAHHS:

— SSH2;

— SFTP;

— TLS 1.2-1.3;

— HTTPS;

— WSS;

— SMTPS;

— DNS-over-HTTPS.



18

3.14. BuxopucTaHHsA po0OYHX NPUCTPOIB

TT" moBMHHA BCTAHOBUTH BUMOTH 111010 O€3MEKH MPUCTPOIB, 3MIHHUX HOCIIB Mij 4yac ix
BUKOPHUCTaHHS.

Po6oui mpuctpoi kopuctyBauiB B TI' MarOTh KOHTPOJIIOBATUCS LIEHTPATI30BAHOIO
CUCTEMOIO yIPABIIIHHSL.

OO0oB’s13k0Be  OJIOKYBaHHSI €KpaHy Ha TPUCTPOSIX TICIS BCTAHOBIECHOTO Yacy
0e31isTbHOCT] MOBHHHE OyTH HAJIAIITOBAHE HA BCIX pOOOYUX MPUCTPOSIX.

3axucT pobdOYUX MPUCTPOIB HUIAXOM MHU(GPYBAHHS KOPCTKUX TUCKIB Ta MApOdiB IS
PO30JI0KyBaHHS TOBUHEH OyTH peaiizoBaHUM 3a HEOOX1THOCTI.

[lepconan Hece BiAMOBIMANBHICTS, 3a 3abe3nedyeHHs (i3uyHOi Oe3meku podoUHnx
IPHUCTPOIB MPH X BUKOPUCTAHHI 32 Mexamu mnpuMimeHb TI (oOMexeHHs (i3UIHOTO
JOCTYITy TPETIX CTOPiH, CJiyBaHHSI BUMOTaM OJIOKYBaHHS €KpaHy).

3a0e3neueHHs] BAKOHAHHS BUMOT II10/10 0€3MIEYHOT0 BUKOPUCTAHHS pOOOYNX MPUCTPOIB
Mae OyTH aBTOMATH30BAaHO 3a JOMOMOTOI0 BIAMOBIIHUX MPOTPAaMHUX 1HCTPYMEHTIB.
[TomiTikKM HajaMITyBaHHS TaKUX IHCTPYMEHTIB MOBUHHI PETYJISPHO MEPETIISIaTUCh Ha
B1anoB1HICTH AaHii [lomiTHil Ta 1HIIUM NUILOBUM nojiTukaMm 11 .

3.15. BcrTraHoBJ/ieHHS 0€3II€YHHUX OHOBJIEHDb

TI" moBMHHA BCTAHOBHTH BHMOTH IIIOJIO BCTAHOBJICHHS OHOBJICHBL Ha BCIX IA, 3 gkux
HAJA€EThCS 1OCTyN A0 iHpopmartii/mociyr/pecypcei TI.

Pexxum aBTOMAaTHYHOTO OHOBIICHHSI BUIIPABJICHb a00 MOXJIHMBICTh 3POOHUTH 1I€ BPYYHY
Mae OyTtu 3a0e3reueHa aJAMIHICTPAaTOPOM CHUCTEM. AHTUBIpYCHE MporpamHe
3a0€3MEeUeHHs Ta 1HIINI KOMIIOHEHTH O€3IEeKH IMOBHHHI PEryJISpHO TMEpPEBIPATUCH Ta
OHOBJIFOBATHUCH JI0 OCTAaHHBOI BEPCii.

Ilepen BCTAHOBIICHHSM OHOBJICHP Ha BHUPOOHHYI CHCTEMH HEOOXIJHO IPOBOJMTH
TEeCTYBaHHS OHOBJICHb B OKPEMOMY T€CTOBOMY CEPEIOBHIIII.

TI" moBMHHA MPOBOJUTH MEPIOJTUUHHUMA OIS HAa BEO-caiiTi mocTavaabHUKA, SKUH HaJlae
iH(MOpMaIliiiHI aKTUBY Ha HASIBHICTh OHOBJICHD.

SIkmo omepamiiiHa cucteMa — Windows, 1HCTpYMEHT YIpPAaBIIiHHS BUIPaBICHHSIMU
MOBUHEH OyTH HAJAIITOBAHWM TaKUM YUHOM, 100 BiH aBTOMATHYHO 3aBAHTAXyBaB
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OCTaHHI BUMNpaBiieHHs Oe3neku Microsoft. IlepeBipka Ta 3acTocyBaHHsI BUIIPaBJIEHb
NOBUHHA IPOBOJUTHUCH 32 HEOOXITHOCTI.

Cucremn Linux TmOBHMHHI CBO€YACHO OHOBIIIOBATHUCS BIJANOBIAHMMM ITaTYaMHU,
MPOTECTOBAHUMM Ta BIPOBAHKEHUMH HAJIC)KHUM YHMHOM.

AJIMIHICTpaTOp CHUCTEM BIJMOBIIAJIBHUN 3a 3aTBEPJKEHHS BCIX BHUIIPABIICHb Ta
BIIMOBIIAJIBHUN 3a BCl TEXHIYHI 3MIHM KOH(]Irypamiii Ta omnepaiiiHuX CHUCTEM,
IPOrpaMHOT0 3a0e3NeUYeHHs, AHTHBIPYCHUX OHOBJICHb, CBOE€YACHOI'O BCTAHOBJICHHS
BUIIPABJICHB Ta JPAaWBEPIB JIJISI MEPEIKEBUX MIPUCTPOIB, POOOUMX CTAHIIIN.

3.16. OOMeskKeHHS BCTAHOBJICHHS NPOrPAMHOI0 3a0e3ne4eHHs

[IpaBuna 70 BCTAaHOBJICHHS TPOTPAMHOTO 3a0€3MeUeHHs KOPUCTyBayaMy MMOBUHHI OyTH
BHU3HA4eHI Ta BupoBapkeHi TI.

TI' noBUMHHA CTBOPUTH Ta 3acTOCOBYBAaTH MpaBWia IIOAO JO3BOJEHOTO JUIS
BCTAHOBJIEHHSI MPOrPAMHOr0 3a0€3MEYEHHSI Ta KOHTPOJI0, 0a3yruHucCh HAa MPUHLUII
MiHIMaJIbHUX NpUBLIEiB. BignosinansHa ocoba 3a Ib Ta anMiHicTpaTOp CUCTEM MAlOTh
CTBOPUTHU CIIMCKHM JI03BOJIEHOTO Ta 3a00pOHEHOro [JIsi BCTAHOBJICHHS MPOTrpaMHE
3a0€e3MeUeHHs.

BcranoBneHHss mporpamMHOro 3a0e3rnedyeHHsT MOBUHHO OyTH OOMeXeHe JUIsl BCIX
KOPHUCTYBayiB, MPOTE MOXKJIMBI BUHSATKH, K1 TOBUHHI OyTH CXBAJICHI aJIMiHICTPaTOPOM
cucreM Ta BiamosimaisHOKO 0c000r10 3a [b.

DyHKIIS KOHTPOJIO 3aKpimieHa 3a BianmoBimaasHo ocoboro 3a Ib ta KepiBHunTBOM,
100 3a0e3MeUnTH HAJICKHUIM PIBEHh KOHTPOJIIO Ta PO3/IJICHHS PUBLIETB.

3.17. 3axwucr Big mkinnusoro 113
[Tonepenne TecTyBaHHS MPOTrpaMHOro 3a0e3leueHHs Ta TepeBipka QaliaiB A0 iX

BCTAHOBJIEHHS HA NPUCTPOSIX, 3 SAKUX ICHYE JIOCTYyN JI0 KOPIOPaTUBHOI
iH(dopmarlii/cucreM/pecypciB HOBUHHI 3a0€3MeuyBaTUCh aIMIHICTPATOPOM CUCTEM.

Jlume mporpamHe 3a0e3MeueHHs, 3aTBEP/KEHE aJMIHICTPaTOPpOM CHCTEM Ta
BignosizansHO0 0c00010 3a 1B, 103BoI€eHO BCTaHOB/IIOBAaTH HA cucTtemu 11 .

Ckanepu mnpotu mkigmBoro I[I3 HeoOXxigHO HajamTyBaTH HAa aBTOMAaTUYHE
CKaHYBaHHS BiJIIOBITHUX KOMIIOHEHTIB Bijpa3y MiCJsl BUITYCKY OHOBJICHb.
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TI' Mae HamamITyBaTH aHTUBIPYCHE MpOrpaMHe 3a0€3MEUEHHs Ha: CKaHyBaHHS i yac
3aBaHTaXEHHS, CKAaHYBaHHs (DailJIOBUX Ta MOIITOBUX CEPBEPIB MPUHAWMHI OJIUH pa3 Ha
JI€Hb Ta Oyb-IKUX 1HIIMX CEpBEPIB — MPUHANMHI pa3 Ha TUXK/ICHb, CKAHYBaHHA (ailiiB
IpU BIIKPUTTI, CKAHYBaHHs BKJIQJI€Hb BXIJIHOI Ta BUXIJTHOI €JIEKTPOHHOI MOIITH, BEO
CKaHyBaHHsSI BMICTY IPHU CUHXPOHI3allli 13 CKaHyBaHHSIM MOPTATUBHUX MPUCTPOIB, 1€ 1Ie
MOKJIMBO.

VYrpaBiiHHS Ta TEPers KypHAIIB aHTHBIPYCHOTO MPOTPAMHOTO 3a0€3MeUeHHs Mae
3IIACHIOBATUCS aMIHICTPATOPOM CHUCTEM.

JIJIs 3aXUCTy TpPOrpaMHOTO 3a0e3leueHHs BiJ IKiMBUX mporpamM TIT MOBUHHO
3MIIACHIOBATHCS: pyYHE/aBTOMATHYHE Ta IJIAHOBE CKaHYBAaHHS, BHJAJICHHS 3apa’KeHUX
daiiniB, po3MilIeHHsS 3apakeHHX (¢aliB Ha KapaHTUH, SKI HEMOXJIMBO BHJIAJIWTH,
MOJKJIMBICTh aBTOMAaTUYHOTO Ta 3aIlJIJAaHOBAHOTO OHOBJICHHS, PEECTpallis BHUIIAJKIB
HIKIJJTHBOTO MPOTPAMHOTO 3a0e3eueHHs Ta 3a0e31eYeHHs] MOXKIMBOCT1 aHali3y JIOT1B,
IIEHTPaJII30BaHe YIPaBIiHHS Ta BEJEHHS JIOTIB.

KoMmm’rorepu, y sSIKMX BHUSIBICHO ILIKIJJIMBE MpOrpaMHe 3a0e3MedYeHHs], Ta KOMIT I0TepU
0e3 AaHTUBIPYCHOIO MPOrpaMHOrO 3a0e3rnedyeHHsT 3a00pOHEHO i €IHyBaTH 10
BHYTpilHbOI Mepexi TT.

AMIHICTpaTOp CUCTEM MOBUHEH MEPIOUYHO TIEPEBIPATH HA BeO-CaliTi MOCTaYaIbHUKA
iH(popMaIitHUX aKTHUBIB HA HASBHICTH BIAMOBIAHUX OHOBJIECHb. AJMIHICTPATOpP CHCTEM
Ma€ HATAIMTOBYBATH PEKUM aBTOMATHYHOTO OHOBJICHHS MMAaT4iB a00 pOOHTH 11€ BPYyYHY.

BianoBiganpHICTh 32 KOHTPOJIb JOTPUMAHHS 3axXUCTy Bia mikianuBoro 13 mokimaneHo
Ha BignoBinansHy ocoOy 3a Ib.

3.18. YnpasJ/iiHHSI HOTY>KHOCTSIMU

TI' moBuMHHA BIJCTEXYBaTH, HAJAIITOBYBATH BHUKOPHUCTAHHSA PECYpCIB Ta CKJIAJIaTH
MPOTHO3U IOJ0 MaiOyTHIX BHMOT JO TOTYXXHOCTI, 100 3a0e3medyuTH HEOOXiIHY
IIPOYKTUBHICTh CUCTEM.

BigmoBimaneauMu  cmiBpoOiTHUKamMu T[T Mae TPOBOAUTHCH PETYJSIPHO — ayaWT
noTyXHOCTeil. BUMoru 10 HbOro MOBUHHI OYTH BH3HAYEHI BIAMOBITHO A0 MPIOPUTETY
1H(popmartiiiHoi cuctemu ais AisuibHocTi TT.
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Oco0OnuBy yBary ciiJl OpUAUIATH JOPOrOBapTICHUM pecypcam , abo Takum, IO
noTpedyroTh 0arato yacy Ha OTPUMAaHHS/BIAHOBJIECHHA. AJMIHICTPATOp CUCTEM Ta
BignosiganeHa ocoba 3a Ib HecyTh BIANOBIAANBHICTH 32 MOHITOPUHT KIHOUOBUX
MOKA3HUKIB €()EKTUBHOCTI CUCTEM.

3.19. JloryBaHHSI Ta MOHITOPHHI

[Hdopmartis, sIKy ciaijg 30upaTu 3 BJIaCHUX CUCTEM Ma€ BKJIIOUATH B cebe:

— Jlary Ta yac nonii;

— InenTudikatop KopucTyBaua;

— Tun 3anuty/nii;

— Craryc 3anuTty (yCHIIIHUN Y1 HEBIATN);

— Ilonii, Mo BKIIOYAKOTh 3MiHU, MOXKYTh BKa3yBaTH Ha MOYATOK Ta KIHIIEBUH CTaH

TOLIO.

TI' moBuHHA BHU3HAYUTH HEOOXITHICTH MPOBEJAEHHS PYYHOrO 300py JIOTIB B THX
CUCTEMAX, JI¢ 11 HEMOXKJIMBO aBTOMAaTUYHO a00, SKIO aBTOMATHYHHUNA ayJUT JIOTiB HE
MICTUTh HEOOXiTHOT iH(hOopMaITii.

JUis peanmizaili HEMOXJIMBOCTI 3MIHW/BUJATECHHS YpPHAJIiB JIOTIB aIMIHICTPATOPOM
cucteM, B TI" MaroTh OyTH BIPOBAIXKEHI JOJATKOBI 3aCO0M KOHTPOJIIO Ta PILIEHHS IS
peecTpaiii aiid. Ko KpUTUYHO BAXKIMBI CUCTEMH HE MaroTh (DYHKIIT peecTpauii a1
aJMIHICTpaTopa CUCTEM, OTPIOHO MEPEeNTH Ha Bepcii a00 HOBI MIAT(HOPMH 3 HASIBHOIO
Takor (QyHKIIE€ a00 3MIMCHUTH 3aTBEPKeHHS Takux BUHATKIB KepiBaunrom TI'. ¥V
pasi HEeMOXKJIMBOCTI 3MIHU CHCTEM YU CEPBICIB, TaKi BUHATKHU MTOBUHHI OyTH MOTOJKEHI
3 KepiBHUIITBOM.

TI' mMae BXHMBaTH OpraHizaliifHMX 3aXOJ(iB Ta BIPOBAKYBaTH THCTPYMEHTU 3aXHCTY
JUTSL CXOBHIIIA 3 apXiBOM JIOT1B.

3.20. Bigpanenwmii noctyn

[arepuer-pecypcu TI' MarOTh BHUKOPHUCTOBYBATHCS JUISI JUCTAHIIIMHOTO BUKOHAHHS
poOouux 3aBaaHb, 1HGOpMaIiiiHO-aHATITHYHOI poboTH B iHTepecax TI, oOMiHy
MOIITOXO 13 TPETIMH CTOPOHAMHU.

[H11e BUKOpUCTaHHS [HTEpHET-pECypCiB CIIiJl PO3IIIAIATH K MOPYILIEHHS.

[Tinknrouenust 1o mepexi Iateprer B TI' MOBUHHO 3/1HCHIOBATHCS aAMIHICTPATOPOM
CUCTEM Yy TOPSAIKY HaJaHHSA NpaB JocTymy. [Ipu mnepemilieHHl CHiBpoOITHHKA
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(3BUIBHEHHI, NIEPEBEICHHI B 1HIIMI MiApo311) ioro 6e3nocepenHiii KepiBHUK NOBUHEH
[0/IaTH 3asiBy HAa CKaCyBaHHs IIpaB AOCTYIY.

Bignanene mnigkimrodeHHs a0 iHdopmamiiHux aktuBiB TIT Mae 3milicHIOBaTHCS 3a
JIOTIOMOTOI0 BU3HAYEHUX aJMIHICTPATOPOM cUCTeM Ta BiamosigansHOI ocoboro 3a 1b
pecypcis.

3’enHaHHs  BeO-3ycTpiuel/BiagaieHOTO ympaBiiHHS (Hampukian, TeamViewer,
AnyDesk) He moBUHHI BUKOpPUCTOBYBaTHCs B Mepexi TI' mist HagaHHS B1IAaIeHOTO
JIOCTYyIly TPETIM CTOpOHaM 3a 3aMOBUYyBaHHsAM. llell TN MigKIIOYEHb 103BOJICHUMN
JUIIe JUIsi TEXHIYHOrOo OOCITyroBYBaHHSA Ta YCYHEHHS HECIPABHOCTEH CHCTEM IiCIs
HAJI)KHOT aBTOPH3AIlii.

3.21. Pe3epBHe KomilOBaHHS
Pe3epBHe KomitOBaHHS MOBUHHO 3/IIHCHIOBATUCS PETYIISPHO.

Kputnuno BaximBa 1H(popMalis, IporpamMHe 3a0e3NedYeHHs Ta CHCTEMH, IO
I1UISIral0Th PE3epPBHOMY KOIIIOBAHHIO, TOBUHHI OyTH BU3HAYEHI.

[lepionUyHICTh CTBOPEHHS PE3EPBHUX KOIIKA Ta YAaCTOTA iX TECTyBaHHSA IMOBUHHI OyTH
YITKO BU3HAYEHI.

Tun pe3epBHOro KomitoBaHHs (MTOBHE, IHKPEMEHTHE, AudepeHIiioBaHe) MOBUHEH OyTH
BU3HAYEHUH aIMIHICTPATOPOM CUCTEM Il KOKHOI CUCTEMH.

PesepBHi komii MoBHHHI 30epiraTucs OKpPEeMO BiJi OCHOBHUX KOIIIM Ta IMOBHHEH OYyTH
3a0e3MeueHH HalIe)KHUM pIBEHBb OE3IEeKH, a JOCTYII 0 PE3EPBHUX KOIiH MOBUHEH OyTH
0OMEKeHUI Ha TOMY K PiBHI, 1110 1 JJI1 OCHOBHUX KOITii.

JlocTym 10 pe3epBHUX KOMii IIOBUHHI MaTH JIUIIE BU3Ha4YeH1 crmiBpoOiTHuKH TT .

BignoBiganpHICTh 3a 3IIMCHEHHS PE3EPBHOTO KOIMIOBAHHS ITOKJIAJAETHCS HA
Binnosiganeny ocoOy 3a Ib.

3.22. be3neka komyHikaunin

TI' moBMHHA BHU3HAYUTHU JIO3BOJICHI METOJU i 3B's3Ky (mepenadi KoprnopaTUBHOL
iH(popmarii) Bcepeauni TT Ta 3 TpeTiMu CTOpOHAMH.

OO0O0B'sI3KOBOIO € MepeBipKa BKJIAJCHb 3 MOLITOBUX CKPUHBOK Ta IHIIHUX MECEH]IKEPIB
nepesi 3aBaHTaKEHHSIM.

3abopoHeHuii Joctyt 10 pecypceiB T 3a mpsSMUM MOCUIIAHHSIM.
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[linx yac oOMIHy iH(}OpMaLi€0 TOBUHHI BUKOPUCTOBYBATHCH JIMIIE 3aXUIIEHI
IPOTOKOJIM Mepeayil TaHuX.

B TI' nmoBuHeH OyTHM BIPOBAKEHUW Ta MIATPUMYBATUCH MPOLEC EIEKTPOHHOTO
CIJIKYBaHHs, BKJIIOYAIOYM MUTAHHS O€3MEKU, BIAMOBIIHO O PiBHA KOH()IACHIIIHHOCTI
nepeganoi iHdopmarii. Tam, e 11e HeoOX1THO, TOBUHHI OyTH BIPOBAJKEHI J0/IaTKOBI
3aco0u 3axucty (ubpoBU MiAMKUC, MUPPYBaHHS TOIIIO).

3.23. YnpasJjiiHHSI 3MiHAMU

TI' moBMHHAa KOHTPOJIIOBAaTH 3MIHM B MpoIEecax [isUIbHOCTI, 3acobax o00poOku

iH(dopMmaIlii Ta cucTemax, 110 BIUIMBarOTh Ha Ib.

[Iponieypu yripaBiiiHHS 3MiHAMH ITOBUHHI BKJIIOUYATH:

— InenTudikaiiro Ta peecTpaliio CyTTEBUX 3MiH;
— IlnanyBaHHS Ta TeCTyBaHHS 3MiH;
— Amnaii3 noteHmiitHoro BIumBy (Bkirovaroun 1b);
— BignosigHicte BuMoram 1b;
— Ilpouemypu 3aTBEepIKEHHS 3MiH;
— Ilpouenypu BiKary;
— Ilponenypa peamizarii TEpMIHOBHX 3MiH ISl IMIBUJKOTO Ta KOHTPOJIHOBAHOTO
BUKOHAHHS 3MIH y pa3i pearyBaHHsI Ha aBapii Ta J1id BIAHOBJICHHS.
3.24. YnpasJ/iiHHS BPa3JIuBOCTAMH

[Hpopmaltiro mMpo TEeXHIYHI BPa3IUBOCTI BUKOPHCTOBYBAHHX 1H(GOPMAIIMHUX CUCTEM
CIiJ OTPUMYBAaTH CBO€YACHO, OIIHIOBATH iX BIUIMB Ta BXKHMBATH BIiANOBITHHUX 3aXO0JiB
JUTSL yCYHEHHSI TIOB'SI3aHOTO 3 IIUM PHU3HUKY.

Ominka Bpa3iauBOCTEN MOBHHHA MPOBOJUTHCH PErYJISIPHO Ta OyTH YaCTHHOIO MPOLECY
YOpPaBIIHHSA Bpa3auBOCTAMU. JIJIE KPUTHYHHUX CUCTEM Ta 30BHIIIHBOI/BHYTPIIIHBOI
MEpPEeX1, TECTYBaHHS Ha IPOHUKHEHHS IEPUMETPY NOBUHHO NIPOBOJUTHUCS MEPIOJIUYHO.
BianoBiganpHICTh 32 KOHTPOJIb MPOBEACHHS OIIHKK BPa3IMBOCTEN IMOKJIAJCHO Ha
TPETIO CTOPOHY, @ YCYHEHHS Bpa3IMBOCTEH MOKJIAJEHO Ha aJMIHICTpaTopa CUCTEM
Ta/ab0 BianoBigansHOTO CHIBpOOITHHKA 3a 1H(QOpMalIiiiHy 0e3meKy.

3.25. YnpapJ/iiHHSI pUMKAMU

VYrpaBiaiHHS pU3MKAMU € HEBII'€MHOI0 YAaCTHMHOK [IsJIBHOCTI Ha Bcix piBHiIX TT.
Mertoto ynpasninHs pusukamu € HananHga KepisuuurBy TI' iHpopmaiiii, He0OXiaHOT
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JUISL TIPUUHATTA OOIPYHTOBAHMX pILIEHb IIOJAO0 3MIHU TPIOPUTETIB MISUIBHOCTI IJIs
YIPABIIIHHS 00JACTSIMU HENPUUHITHO BUCOKOTO PU3HKY.

TI" Mae 3711iiCHIOBATH OLIHKY PU3UKIB, OCKIJIBKH 1€ MPOIIEC 1AeHTU(IKALIl1, BAMIPIOBAHb
Ta BU3HAYEHHSI P1OpUTETIB pu3uKiB Ib.

TI' mae BnpoBaaWTH BIJAMOBIAHI 3aX0u O€3MEKU JIg MiHIMI3AIll PU3MKIB TICIs
IIPOBEJICHHS OIIHKH Ta iX IplopuTe3allii.

[Iporiec omiHkw Ta ympaBiiHHS pusukamu Ib Mae OyTH iHTErpoBaHUN B TIpOIIEC
YIPABIIIHHS PU3UKAMU JISTTBHOCTI.

3.26. YnpasJ/iiHHSI IHIIUIEHTAMHA

TI' moBunHHA miaTpuMyBatu [lnan pearyBaHHs Ha 1HIUACHTH KibepoOesneku (JlomaTok
2), KW TOBWHEH CIHMPATHCA HA MOCTIMHUN ONMEPATUBHUA MOHITOPHHT 1 TIPOLETypHU
pearyBaHHs Ha 1HIUICHTH.

TI" noBUHHA pEryJIIpHO MPOBOJUTH HABYAHHS Ta IMIJBHUILEHHSA 0013HAHOCTI NMEPCOHAILY
B cdepl ynpaBiiHHA iHOUAEHTaMH. [linTpuMyBaTH Ta pO3BMBATH MPOLEC pearyBaHHS
Ha Bcl Tunu iHUMAEHTIB Ib, BinmoBigHO n0 IlosiTHKH pearyBaHHsl HA IHUMJAEHTH
ki0epOe3nexu (Joxarox 1).

Koxen cniBpoOITHUK Hece BIAMOBIIATBHICTh 3a MOB1IOMJICHHs BilnoBigaiibHOT 0cOOU
3a Ib, koM BiH 200 BOHA JII3HAIOTHLCS MPO TE, 110 CTaBCA a00 MIT cTaTtucs IHIUACHT Ib,
SIKAW MIT TIOCTaBUTH TI1]] 3arpo3y Oe3nepepBHICTh AisimbHOCTI T

CriBpoOITHUKH Ta TPETI CTOPOHU MOXYTh HaMmaraTtucs BUPIUTH 1HIUAeHTH [b nume
3a BKa3iBKaMH Ta 3 MPSIMOro 103Boy BianmosiganbHoi ocobu 3a Ib.

3 MipKyBaHb Oe€3lekw Ta TeXHIYHUX MipkyBaHb TI' 3amumiae 3a cobor MpaBo
BIJICTE)KYBaTH, 3alIMUCYBaTH Ta PEECTPYBAaTH BCE BUKOPUCTAHHS CBOIX 1H(pOpMaIIHHUX
aKTUBIB 1 JisUTbHICTD y Mepexi TT.

3.27. be3nepepBHiCTH AilJIbHOCTI

TI' noBuHHa 3a0€3MEYUTH HASBHICTH HEOOXIIHUX pecypciB [uisl Oe3nepepBHOT
JISUTBHOCTI Ta IIBUJKOIO BIJTHOBJIEHHS KPUTHUYHUX CHUCTEM Y pa3l HemependoauyBaHUX
CUTYaIlIN.

KepiBHUKY MiaApO3aU1IB HECYTh BIAMOBIAAIBHICTh 32 BU3HAYEHHS BUMOT I110JI0 3aXHUCTY
JOCTYIHOCT1 CHCTEM/CEpBICIB/IaHUX 1 HECYTh OCTAaTOYHY BIAMOBITAIBHICTh 3a iX
BUKOHAHHA. BuMorun MaroTh 0asyBaTHCsS Ha aHajli3l PU3HMKIB, KPUTUYHOCTI aKTHUBIB 1
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BpaxOBYBaTH HOpPMATHBHI BUMOru. KepiBHMUTBO Hece BIANOBIJAIBHICTH 32
3abe3reueHHs HeoOx1iHOro (piHaHCYBaHHS AJis iX peanizaiii. BiamosigansHa ocola 3a
Ib moBuHEH 3abe3nedyyBaTH Ta MIATPUMYBATH O€3MEPEPBHICTh CHCTEM Ha BHUIAJOK
HerepeaoayeHux 00CTaBUH.

MoOXIMBOCTI aBapiiHOTO BIJHOBJIEHHS OCOOJMBO Bpa3juBi J10 300iB 1 HE MOBHHHI
BB)XATUCS TPUUHATHUMH, SIKIIO BOHM HE IPOXOJATH PETYJSAPHI 3aJI0KYMEHTOBaHI
BUMPOOYBaHHS.

4. IleperJsii, OHOBJIEHHS Ta PO3MOBCIOAKEHHS

[Tomitruka Oyne onmybmikoBaHa y GopMi, IKy HEMOXKIIUBO JIETKO 3MIHUTH, 1y dopMi, sKa
€ AaKTyaJIbHOI, JIOCTYITHOI Ta 3pO3yMUIOI0 [JIs IIIhOBOTO umTada. [lomiTtHhka
30epiraeThbCs Ta € JISTKOJOCTYITHOIO JIJIsl IEPCOHATY Ta TPETIX CTOPIH (32 HEOOX1THOCTI)
JUTSI TIOJQJTBIIIOTO BUKOPUCTAHHS.

[TomiTrka Oyzie po3MOBCIO/IKEHA B eJIeKTpoHHOMY BUTIsiAl. HoBa komist [omituku Oyne
NOIIMPEHa Pa3oM 13 HOBOIO Bepciero Oyib-sikoro kommnoHeHTa [lomituku. HoBa komis
MaTUMe 301IbIIIEHU HOMEpP BepCii.

[lepconan, sKWii OTPUMYE EJIEKTPOHHY KOIIiIO, OHOBIIOE BJIACHY MAIlepoBY BEPCIiO
[ToniTuku Ta 36epirae Ti.

BinmoBimaneHiCTh 32 KepyBaHHS Ta OHOBJCHHSA [lOMITHKM TIOKJIQJCHO Ha
Bignosigansny ocoOy 3a Ib. Onosnena Ilomituka momaerbest g0 Kepisaunrsa TIT mis
OCTaTOYHOTO 3aTBep/pkeHHs. [lomiTika nepernsgacTbes MOPIYHO i 3a0e3nedeHHs i
a7ICKBaTHOCTI Ta BiAMOBiAHOCTI ToTpedam 1 1M TT abo gacrinre, SIKIO 11e He0OX1THO
(i1 9ac BHECEHHS CyTTEBUX 3MiH).

Kepyrwua cnpaBamu MiCbKBUKOHKOMY Oxcana 3aTBapHULbKA
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Haszap JlaBpyk

Anppiit Cracis
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Honatox 1
1o [Monituku indopmariiiinoi Oe3nexu

HoaiTuka ynpasJiHHs IHIUAEHTAMU Ki0epOe3neKku

1. 3araabHe

[ToniTuka ynpaBiiHHS HIUACHTaMU Ki0epOe3neku (nani — [loniTuka) BU3BHaA4Ya€ BUMOTH
Ta TMOCHIAOBHICTh [IA IIOJO BHUABICHHS, aHaNI3y Ta OINpALIOBaHHS I1HIUACHTIB
ki0epoe3neku (nan — Kb) y BukonaBuomy komiteri CTpUHCHKOI MICBKOI paau (mani —
TT).

Mertoro [TomTukn € 3a0e31eYeHHS

- OpraHizaliis OnmepaTHBHOTO BHSBJICHHS, OI[IHKM Ta pearyBaHHS Ha IHIUICHTH
KBb;

- Minimizamii Hacaiakis 1HIuAeHTIB Kb;

- 3ano6iranus iHuaeHTaM Kb B MaitOyTHhOMY, MOMIMIICHHS BIPOBA/KEHHS Ta
BUKOPHCTaHHS 3aXuCcHUX 3ax0/iB Kb;

- BiamosinnocTi piBast Kb TI' Bumoram 3akoniB YKpaiHu, HOpMaTUBHO-TIPABOBHX
aKkTiB YKpaiHu Ta MDKHApOAHUX cTaHaapTiB B oonacti Kb;

- 3axucty 1H@QopMmauiiHux cucrem TI' Bil mnopymeHb KOH(IIEHUIHHOCTI,
IJTICHOCTI, JOCTYIHOCTI Ta COCTEPEIKHOCTI.

1.1. Kuacudikauis iHuuIeHTiB

3a Hacminkamu iHUMAeHTH Kb moBuHHI Ki1acudiKyBaTUCh 3a BIAMOBIIHO 0 TaOJUIIL,
sKa HaBeJieHa y mMyHKTi 2.2.3 nanoi [lonituku.

1.2. Buam iHIUIEHTIB
B it [TomiTuiii BU3HaUYeH1 HACTYIHI BUJIM 1HITUEHTIB:
- TlopymenHns uuticHOCTI iHGOpMAIIiT;

- Tlopymenns koH}iAeHITIIHOCT;
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- IlopywmeHHs JOCTYITHOCTI;

- TlopyuieHHs CHOCTEPEKHOCTI.

2. PearyBanusa Ha inuuaentu Kb

Etan pearyBanns Ha iHmuaeHtd Kb B iHdopmamiiinux cuctemax TIT moBuHEH
BKJIFOYATH HACTYITHI KPOKHU:

— IligroroBka;

— Bugsienss ta aHaiis;
— CrpumyBaHH4;

— YCyHEHHS;

— BigHoBienns;

— AmHai3 epeKTUBHOCTI.

2.1. IlinroToBKa

Jlis 3abe3neuenHsa rotoBHocTi TI' 1o omepartuBHOro pearyBaHHs Ha 1HUuAEHTH Kb
NOBUHHI OyTH po3po0ieH] MjaHu pearyBaHHS Ha okpemi Buau iHuuAeHTiB Kb, mo €
HaWOUIbII WMOBIPHUMHU JUIsl TIE€BHOI MPUKIAJHOI CUCTEMHU 3 ypaxXyBaHHAM YMOB Ta
pexumy ii QyHKIIOHYBaHHSI BUXOJIA4YM 3 MPOTHO30BAHUX JAHUX Ta €KCIIEPTHUX OLIHOK.

Po3po0Oka mmaniB pearyBaHHs Ha iHIMACHTH Kb € OCHOBOIO It CUCTEMHOTO MiJIXOMY
1o nporecy ynpasiinas iHuaenTamu Kb B TT.

2.1.1. Etan «CTBOpeHHd MJaHy pearyBaHHdA Ha iHuuaeHT Kby

BianosinansHa ocoba 3a Ib moBuHHA mpoBoAMTH TOMIYK 1H(MOpPMAIT MPO aHATOTIYHI
iHuaenty Kb, ski BigOyBamucs B MUHYJIOMY Ta JJIsl SIKMX PO3pOOJIEHO TUITOBHM TIJIaH
pearyBaHHsI.



29

SAxmo ana noroyHoro Buny iHuuMAeHTy Kb y 0a3i 3HaHb iCHye TUNOBUH IUJIaH
pearyBaHHsl, To BignoBigansHa ocoba 3a Ib nepexoauTts 10 ioro peanizarii.

Axmo noxionux iHuaeHtiB Kb y 0a3i 3Hanb Hemae, BigmoBimanbHa ocoba 3a Ib
MOBHHHA PO3POOUTH KOMIUIEKC 3aXOJiB, SIKUA O(OPMIIOETHCS y BUIIIAL TUIAHY
pearyBanHs Ha iHIMAEHT Kb Ta 30epiraerbcs B 0a3i 3HaHb.

2.2. BusiBjIeHHS Ta aHAJII3

2.2.1. Ertanu «BusiBjieHHss Ta iHdgopmMyBaHHHA nNpo iHHMAeHT. 30ip Ta
peecTrpanisa inpopmanii npo innugest Kb»

VY pasi BusBieHHs iHIHAECHTY abo cimabkux Micib Kb mpamiBauku TI' ab6o 3amydeHi
TPET1 CTOPOHM MMOBUHHI MOBIIOMUTH TIpo 1ie BinmosigansHy ocoly 3a Ib.

J10 OCHOBHUX O3HAK 1HIIUJCHTY BIIHOCATHCS HACTYITHI (HEBUYEPITHUM MEPETiK):

- CyTTeBe 3HMKEHHS TMPOAYKTUBHOCTI MPUKIIATHUX CHCTEM a00 HEAOCTYITHICTh
MPUKJIATHUX CUCTEM;

- [ToBimomieHHs antuBipycHoro I13;

- HecankuioHoBaHa AisUIBHICTh Y MEpEXKI1 Ta MpUKIagHuX cucremax 11
- CtpiMKke 30UIbIIIEHHSI MEPEKEBOTo TpadiKy;

- UwucneHHi NOB1IOMJIEHHS IPO MOMUJIKH Ta 3007,

- 3adikcoBaHi cipoOu miad0py MapoJIiB;

- 3a3maneriip BijoMa HEraTUBHA MO O€3MEKH;

- [Tonis 6e3nekw, mo 3adikcoBaHa y HepoOoUui Jac;

- Hesigomi 00J1IKOBI 3aITHCH;

- Bigxiroueni 3acoOu 3a0e3neueHHs Oe3MeKy;

- Crpobu 3aCcTOCYBaHHS METOJIIB COIIaTbHOT 1HXKEHEPIT;

- BincytHicTb 3ac00iB 3axHCTy 1HpOpMAILi;
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- I 1.1

[IpaniBuuk TI', skuil BUSBUB MOMJIMBI O3HAKM IHIUJICHTY, TOBMHEH BKa3aTH Y
MOBIJIOMJICHHI HACTYMHY 1H(MOPMAIIIIO:

- Onuc npoOaemu, 0 CHOCTEPIra€ThCS;
- Yac BUHUMKHEHHS O3HAK 1HUIUJEHTY;

- IHm cyTTeBl maHi MO0 1HIUACHTY — y BIANOBIAL Ha 3amuTaHHA BiamoBimaabHOI
ocobu 3a Ib

2.2.2. ETan «AHaJai3 iHHUAEHTY»

[Ipotienypa moBuHHA PO3MOYMHATUCH 32 ()AaKTOM OTpUMaHHS BinnmoBiganbHOIO 0CO0010
3a Ib nmoBioMiIeHHS Mpo BUHKKHEHHS iHIUIeHTY Kb.

ITicis orpuMaHHS MOBIAOMIICHHS PO iHIMACHT BimmoimanpHa ocoba 3a Ib moBuHHA
NpoBeCTH KiacH]ikaliio IHUWACHTY, aHaii3 3i0paHoi iHQoOpMmalio Ta NPUHHATH
pILIEHHS 00 MIATBEP/HKEHHS Oro cTarycy.

2.2.3. ETan «OnoBimeHHs NP0 iHIUIEHT»

B TI' omnosimenHs 3arlikaBiaeHux cTopiH (ronoa TI', 3acTymHUKH T0JIOBH, YpsiioBa
KOMaHJ]a pearyBaHHs Ha KOMIT'IoTepHI Haa3BuyaitHi moxii Ykpainm CERT-UA, sxa
¢yHkuionye B ckiaai [epxaBHOi Ciy»KOM cCHemiaibHOTO 3B’S3Ky Ta 3aXHUCTy
iHpopMmarii Ykpainu, Cnyxba Oesnexku Ykpainu, HarioHanbHHIT KOOpJIWHAIIWHUN
nentp kibepo6esneku npu PHBO VYkpainu, 3amyyeHi TpeTi CTOPOHU — BIJMOBITHO IO
JIOTOBIPHMX BUMOT, TOIIO) MOBHUHHO 3]iMCHIOBaTHCA BiamosimanbHOIO ocoboro 3a Ib
BU3HAYCHUMH 3aC00aMH MMiCIII MaPKyBaHHS.

MapkyBaHHS TOBUHHO TTPOBOIUTHUCS BIJIMOBITHO /10 HACTYITHUX 3HAYCHbD:

Mirtka (Kodip) 3Ha4YEeHHs

KibepinmuaenT/kibepaTaka He 3arpoXxye CTalioMy, HaJAiiHOMY Ta

1BEHb 0 . : "
p > | ITaTHOMY pexUMy GbyHKII1IOHYBaHHS 1H(pOopMaIIHHUX,

HEKPUTUYHUI

(Oimmin)

CJIEKTPOHHUX KOMYHIKAIIHHUX, 1H(GOpMAIIITHO-KOMYHIKAIIHHUX
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CHUCTEM, TEXHOJIOTTYHHUX CHCTEM.

PIBEHb
HU3bKUU
(3eneHwmin)

Kibepinuuaent/kibepaTtaka 06€3MOCEpeIHbO 3arpoKye CTaJIOMY,

HaJIfHOMY  Ta  IITaTHOMY  p&XUMY  (DYHKITIOHYBaHHS

iH(hOpMaIlITHUX, €JIEKTPOHHUX KOMYHIKAIWHNX, 1H(OpMAIiiHO-

KOMYHIKAIIIMHUX CHCTEM, TEXHOJOTIYHUX CHCTEM, aje He

IUJIICHOCTI 1

3arpokye€  3aXHIIEHOCTI

JIOCTYIHOCTI1) 1H(hOpMallii Ta TaHUX, [0 HUMU 00pOOISIOTHCSL.

(koH(piaeHIIHHOCTI,

pIBEHb
cepeaHin
(>xoBTHI

Kibepinmuaent/kibepaTaka O€3MOCEPEIHbO 3arpoXKye CTaJIOMY,
HaIIHHOMY  Ta  INTaTHOMY  PEeXUMYy  (DYHKIIOHYBaHHS
1H(hOpMaIlITHUX, €JIEKTPOHHUX KOMYHIKAIIMHUX, 1H(OpMaIliiiHO-
KOMYHIKaIIHHUX CHCTEM, TEXHOJIOTIYHHUX CHCTEM, BHACIIOK YOTO
3aXHUIIEHOCTI

CTBOPIOIOTBCA ~ NEPEAYMOBU

(kOH(IAEHIIIHHOCTI, MUIICHOCTI 1 IOCTYMHOCTI) iHdopMarii Ta

JUIsL  TIOPYLICHHS
JaHUX, 10 HUMH OOpOOJIAIOTHCS, BUHUKAIOTH MEPEAYyMOBHU IS
NPUNUHEHHS BUKOHAaHHS (QYHKUIA Ta/ad00 HaJaHHA MOCIyr
KPUTUYHOIO 1HOPACTPYKTYPOIO.

3,

pIBEHb
BUCOKHU
(moMapaH4eBuUi

)

Kibepinmuaent/kibepaTaka O€3MOCEpeIHbO 3arpoXKye CTaJIOMY,
HaaIHHOMY  Ta  INTaTHOMY  PeXUMYy  (DYHKIIOHYBaHHS
1H(hOpMaIITHUX, €JIEeKTPOHHUX KOMYHIKAIIMHUX, 1H(OpMaIliiHO-
KOMYHIKAIIMHUX CHUCTEM, TEXHOJIOTIYHHUX CHCTEM, MOPYIIYEThCS
3aXUMIEHICTh (KOH(IAEHIINWHICTD, IUTICHICTE 1 JIOCTYMHICTb)
iH(bopMarlii Ta JaHUX, M0 HUMH OOpPOOJISIIOTHCS, BHACIHIIOK YOTO
BUHUKAIOTHh TIOTCHINIMHI 3arpo3W JUIisl HaIllOHAIBHOI Oe3mekd 1
O0OpOHH, CTaHy HaBKOJUIIHBOTO MPUPOJHBOTO CEPEAOBHUIIA,
comiaibHOl cdepu, HAIIOHAIBHOI EKOHOMIKM Ta 1ii OKpeMHX
rajy3ei, NpPUIMHEHHS BHUKOHAHHSA (QYHKUIA Ta/ab0 HaAaHHS
MOCIIYT KPUTHUYHOK 1HQpacTpyKTypor. PearyBaHHsS Ha IbOMY
PiBHI MOXe MOTpeOyBaTH 3alydeHHsSI CUJI Ta 3ac00iB OUIbIIE HIXK
OCHOBHOT'O CUCTEMU

OJITHOT'O HaIllOHAJbHOT

KibepOe3neKH.

cy0’ekTa

KiGepinuunent/kidbeparaka Oe€3MOCEPEIHBO 3arpoOKye CTaJOMY,
HaJIMHOMY Ta IITaTHOMY pEXUMY (QYHKIIIOHYBaHHS KUTbKOX




pIBEHb

HaA3BUYaAHUN
(4opHuit)

5,
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iH(opMaIIiTHUX, E€JIeKTPOHHUX KOMYHIKAIIHHUX, 1H(OpMaIiiiHO-
KOMYHIKaIlIHHUX CUCTEM, TEXHOJIOTIYHUX CHUCTEM, MOPYIIYEThCS
3aXUIIEHICTh  (KOH(IIEHIIMHICTh, UUTICHICTh 1 JOCTYIHICTB)
iH(dopmarlli Ta gaHUX, 110 HUMH OOpPOOJIAIOTHCS, BHACIHIIOK YOTO
BUHHUKAIOTh peajlbHI 3arpo3d I HAIlOHAIBHOI Oe3MeKu 1
O00OpOHHU, CTaHy HaBKOJUIIHHOTO MPHUPOTHOTO CEPeOBUIIIA,
comiayibHOi c(epu, HAIIOHATBHOI EKOHOMIKM Ta 1i OKpeMHUX
ramy3ed, MNPUNUHEHHS BUKOHaHHS (YHKUIA Ta/abo HamaHHA
MOCITYT KPUTUYHOO 1H(PACTPYKTYPOIO.
KiGepinmuaent/kidbeparaka MOK€ MaTH TPAHCKOPAOHHUU BILIUB.
PearyBanHs Ha 1IbOMY piBHI MOTpeOy€e 3allydeHHsI CUJI Ta 3ac00iB
OCHOBHHUX Cy0’€KTIB HaIllOHAJIIbHOI CUCTEMU KiOepOe3IeKu.

KibGepinuuaent/kibepaTtaka 0€3MOCEPEeIHbO 3arpoKye CTaJIOMY,
HAJIMHOMY Ta INTaTHOMY peXuMy (QYHKIIIOHYBaHHS 3HAYHOL
KUIBKOCTI  1HQOpMalliHUX, EJIEKTPOHHUX  KOMYHIKaIlIHHHUX,
1H(pOpMaLIHHO-KOMYHIKaLlIHHUX CHCTEM, TEXHOJIOTTYHUX CHUCTEM,
MOPYIIYETHCA  3aXUMICHICTh (KOH(IACHIINHICTh, MUTICHICTD 1
JOCTYIHICTB) iHGOpMarii Ta JaHWX, MO HUMH OOpPOOIIIOTHCS,
BHACHIJJOK 4YOr0 BHMHHMKAKOTh HEBIABOPOTHI  3arpo3u  JUIs
MOBHOIIIHHOTO ()YHKILIOHYBaHHA JiepKaBU abo0 3arpo3a >KHUTTIO
rpoMansiH  Ykpainu. KiGepinuuaeHnt/kibepataka MoOXe MaTH
TPAHCKOPJIOHHUN BIUIMB. PearyBaHHs Ha 1IbOMYy piBHI moOTpelye
MaKCHMAJIbHOTO 3aJIy4eHHs CHJI Ta 3ac00iB OCHOBHHUX CYO’€KTIB
HAI[lOHAIBHOI CHCTEeMH KiOepOe3reku Ta IHIIUX CYyO €KTIB
3a0e3nedeHHs KioepOe3neKu.

2.3. CtpumyBaHHA

2.3.1. Etan «30ip indopmauii Aas po3ciaifyBaHHA iHUUIEHTY»

BignosinansHa ocoba 3a Ib BinmoBiAHO [0 TIaHy pearyBaHHS TMOBHMHHa 310patu

1H(opMalIlito Mpo THIUASHT JJIs1 TPOBEJAEHHS MOAIBIIOTO PO3CIiyBaHHSI.
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VY Bunazaxy, Koiau npu peanmizauii 300py iHpopmauii npo iHuumAaeHT Kb mianyeTtscs
nepepuBaHHs  poOOTH  1HQOpMaUiiHO-KOMYHIKaliiHoi  cuctemu  (gam  IKC),
BianosinaneHa ocoba 3a Ib, noBuHHaA moroautu Take nepepuBaHHs 3 KepiBHUITBOM
TT.

2.3.2. ETan «3MeHIIeHHs BIJIMBY IHHUAEHTY»

BignoBigansHa ocoba 3a Ib moBuHHa 00paTM METOIM Ta 3axOJM, CIPSMOBaHI Ha
3MCHIIICHHS BIUIMBY IHIIMACHTY Ha mporecH aisuibHOcTI TI', okpeMo misg KOXKHOTO
KOHKPETHOTO 1HIIUJIEHTY, 3aJI€KHO BiJ HOT0 BHAY, Ta Yy BIAMOBIIHOCTI 3 PO3pOOJICHNUM,
IJIaHOM pearyBaHHS.

Bbynp-skxi Metoau, aii Ta MOPSJOK iXHHOIO BUKOPHUCTAHHS a00 BHKOHAHHS MOBHHHI
noropkyBatucsa Kepisaumnrsom TT.

BinnmoBiganena ocoba 3a Ib mOBMHHA BHUKOHATH OIIHKY MOKJIMBOTO BILTUBY
3aIUIAaHOBAaHUX 1A Ha  OE3MepepBHICTh  JIJIBHOCTI  ypak€HOI CUCTEMHU Ta
npoindopmyBatu KepiBaunrso TI. 3a He0OX1AHOCTI JIOMYCKAETHCS 130JFOBAHHS
cucteMu a00 po3’€IHaHHS KOMIIOHEHTIB I[I€] CUCTEMH Ha Mepiojl MPOBEIECHHS TOBHOTO
PO3CIIiIyBaHHS 1HIIUICHTY.

2.4. YcyHeHHsl IHUHMAEHTY Ta BiIHOBJIeHHA (YHKUiIOHYBAHHS iH(popMauiiHO-
KOMYHIKALIHOI cMCTeMH

3 MeToro0 BigHOBJIEHHS HOpMaiibHOTO yHKIIoHyBaHHs IKC BinmosinanpHa ocoba 3a Ib
MOBUHHA TIPOBOJIUTH 3aX0/IM 3 YCYHEHHS IPUYMH Ta HACHIJIKIB IHIIUJICHTY.

[Ipouenypa ycyHeHHS IHIIUICHTY Ta BiJHOBJICHHS (YHKIIOHYBAaHHS 3aJICKUTh BiJl BUIY
IHIIUJICHTY Ta MOBMHHA BU3HAYATHCH JIJISI KOXKHOTO THITUACHTY OKPEMO.

[Ticns BigaoBNeHHs ¢yHKiionyBaHHs IKC Bignosiganbaa ocoba 3a Ib mMae nepeBiputu
BIJICYTHICTh O3HAK IMOBTOPEHHS IHIUACHTY Ta TMOBIJOMHTH TMPO 3aBEPLICHHS POOIT
KepiBaunrso TT.

2.5. AHanai3 e(peKTHUBHOCTI 3aX0AiB 3 pearyBaHHH Ha
Ki0epiHuMaeHTH/KiOepaTaku

2.5.1. ETan «Po3cainyBaHHA iHIUACHTY»
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[lix yac BUKOHAHHS pOOIT 3 PO3CIITyBaHHS 1HIUACHTIB MOBUHHI BUKOPUCTOBYBATUCH
METOJIM Ta 3aco0u, 110 3an00IraloTh BUIAJIKOBOMY a00 HABMUCHOMY BHECEHHIO 3MIH B
JIaH1, 1110 BUBYAIOTHCA Ta aHATI3YIOThCS.

BianosinaneHa ocoba 3a Ib moBuHHA 3’sCyBaTHM NPUYMHU 1HUUJEHTY Ta MPOBECTH
aHaii3 yCIX BUSBJICHUX Yy TMPOLECI po3chiayBaHHS HeOe3neyHux (HakTopiB, 110
IPU3BENIHN J0 BIIXUIICHB!

y misix npariBaukiB TT7;
y po06oT1 iHpOpMaIIHHUX PECYPCIB Ta CUCTEM;
BIJIXWJICHB BiJl HOPM €KCILTyaTallli mporpaMHoro 3ade3neueHHs 1 001a HaHHS,

BIIXWJIEHb BiJ BUMOI MOJITHK Ib 13 BH3HA4YCHHSM CTYIICHS BIUIMBY IIHX
BiJIXWJICHh Ha PO3BUTOK IHITHJICHTY.

BianosigansHa ocoOa 3a Ib moBuHHA BU3HAYUTH:

Kl HOPMaTUBHI BUMOru OyJiM MOpyIIeHI a00 HE BUKOHaHI1 (3 MOCUJIaHHSAM Ha
BIJIMOBIIHI CTATT1, PO3LIH, MYHKTH HOPMATUBHUX aKTIB);

MPUYETHICTD 0 1HIUIEHTY, SKIIO 1€ MaJio MICIIE, HIIUX MiANPUEMCTB, OpraHi3alliii
1 yCTaHOB 13 BUBHAYEHHSIM, HACKUIBKH 11€ MOXJIUBO;

CTYTEHs iX BIUIMBY HA BUHUKHEHHS 1 IEepeOir IHUUACHTY.
2.5.2. ETan «AHaJi3 e)eKTUBHOCTI»

[Ticns 3aBepiieHHst po3ciiayBaHHs BignmosizansHa ocoba 3a Ib moBuHHA miaroryBatu
3BIT 3 OMUCOM BCIX MPOBEACHHUX MPOUEAYp MoA0 ympaBiiHHaA iHuuaeHTamu Kb Ta
sakputTsaMm iHIUAeHTy Kb ta magatum Kepiuunry TI, a Takox, 3a HEOOXiITHOCTI,
3aIliKaBJIEHUM CTOPOHAM.

Biamosinansna ocoba 3a Ib moBuHHa BHecTH iH(}OpMaIlit0 PO 3aKPUTTS IHIMICHTY B
KypHaII peecTparlii 1HIUIEHTIB.
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3. CucrteMa BHYTPIlIHBOI'0 KOHTPOJIIO

Bci cniBpoOitHuku TIT HecyTh BIANMOBIJANBHICTH 3a CBOEYACHICTH 1H(OPMYBaHHS
BianosinaneHy oco0y 3a Ib y pa3i BusiBiaeHHs o3Hak iHIMAEHTIB Kb a0o mMoxmuBoCTI
HactaHHs 1HIUAEeHTY Kb.

4. IlinTpuMKa, OHOBJICHHSI TA PO3NMOBCIO/IKECHHS

[ToniTuka Oyne omyOiikoBaHa y GopMi, IKy HEMOXKIUBO JIETKO 3MIHUTH, 1 Y GopMmi, siKa
€ aKTyaJbHOI, JOCTYMHOI Ta 3pO3yMUIOK I IIbOBOrO uMTaya. [lomiThka
30epiraeTbCs Ta € JIETKOJOCTYITHOIO VISl IEPCOHAY Ta TPETIX CTOPIH (32 HEOOX1THOCTI)
JUTSI TIOZIAJTBIIIOTO BUKOPUCTAHHS.

[Tomitrka Oye po3MOBCIOKEHA B eleKTpoHHOMY BUTIIsAAl. HoBa komist [Tomituku Oye
MOIIUPEHA PAa30M 13 HOBOIO Bepcieio Oyzp-skoro kommnonenta [lomituku. HoBa komis
MaTuMe 30UThIIIEHUH HOMEP Bepcii.

[lepconan, skuil OTpUMY€ EJIIEKTPOHHY KOIIIO, OHOBIIIOE BJIACHY IANEpOBY BEPCIiIO
[TomiTuku Ta 30epirae fi.

BianoBinaneHICTh 3a KepyBaHHS Ta OHOBJeHHs [lomiThkuM TOKIaA€HO Ha
Bianosigansny ocoOy 3a Ib. Onosnena Ilonituka nonaerbes g0 Kepisuunrsa TN pms
OCTaTOYHOIO 3aTBepKeHHs. [loiThka nmeperisiiaeThCcsl MOPIYHO IS 3a0e3nedeHHs il
aJICKBaTHOCTI Ta BIAMOBIAHOCTI ToTpebdam 1 1isim TT abo vacrinie, sIKIIO 11e He0OX1THO
(i yac BHECEHHSI CYTTEBUX 3MiH).

Kepyrwua cnpaBaMmu MiCbKBUKOHKOMY Oxcana 3aTBapHUUbKA



I'otyBas:

HaY.BIAAUTY 1HPOPMALIIITHUX TEXHOJIOT1H

IHoromxeno:

34aCTYITHUK MICBKOT'O TOJIOBH
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Haszap JlaBpyk

Anppiit Cracis



Ili1aH pearyBaHHs Ha iHUMACHTH Ki0epOe3nexku

Onuc inuuaeHTy Kidepoe3nexku
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Honarox 2
JI0 PILLICHHS BUKOHABYOT'O KOMITETY
Crpuiicbkoi MiChKOT paan

Bin 4 BepecHs 2025 poxy Ne 293

Hassa
IHUUIEHT

y

[Tnang mii
1010
pearyBaHH
S Ha
IHIIUIEHT

Jlata/gac
BHKOHAHHS
I 3
pearyBaHHs

OuikyBaHa
JaTa
3aBepIICHHS
BCIX JIii 3
pearyBaHHs

TexHiyHi,
porpaMHi
Ta
¢binancosi

pecypcu

Micue
30epexeHHs
iHdopmarii
HHX
MiITBEPIDKE
Hb Ta
JI0Ka31B

Biamnosigans
Ha 3a
pearyBaHHs
ocoba
(ITIb,ITocama

)

Cratyc
He v 3aBeplicH
posmouaro | mpomeci | o

Koment
api
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PO3CJIIIYBAH | BUIIPABJIEHHSA [ KOMVYHIKALIA | BIIHOBJIEHHS | PECYPCU 3ATIOBITAHHA
HA PU3UKAM
OIIIMHT 3aBa”Hs: CnianyBatu 3aBra”Hs: 3aBma”HA: [Mpuknan: dii

Busznauntu Ta 3ax0/1 3 yCyHeHHs | BusHauntu etanu | BUSHaunMTH KPOKU | KOpHUCTyBava mpu

BIPOBAIUTH IHITUJCHTIB Y SIKUX | TIPOBEACHHS BiJTHOBJICHHSI ITiCIIS | KMOBIpHIiH

KpPOKH 3 111 KPOKH KOMYHIKaIlIH Mg | GpirmuHr aTaky. GbIMMHTOBIN

PO3CIiyBaHHS 3aIyCKalThCs gac (QIMyHT Buznauutu ta aTartl

iHmaeHTiB Kb, paszom (abo araku. Bkazatn BKa3aTH

BKJIFOYAIOYU CKOOPJMHOBAHO) 3 | IHCTPYMEHTH Ta THCTPYMEHTH Ta 3aBoaHHSA:

OCHOBHI IMUTaHHS | 3Iy4CHHIM npouenypy poLeaypy st Buznauntu

Ta cTparerii BiJIMTOBITHUX (30Kpema XTo KOKHOT'O KPOKY KPOKH ISt

GbimuHry. KOMaH/{ MOBUHEH OyTH KOPHCTYBayiB,
CHEIIaNICTIB, 3alTy4eHui) s K1 MarOTh

1. Obnacts Ta TOTOBUX KOXHOTO KPOKY. mij03py Ha

MacmTab aTakd | pearyBartu Ha GirmuHT.

2. Anamnis OyIb-sKi

MOB1JIOMJICHB MOPYIICHHS.

3. Anani3

IOCUJIaHb Ta Busnauutn

BKJIAJI€Hb HEeOOX1JHUH Yac 1

4. Kareropuzariisi | KOMIpOMICHI

THUITY aTaKk T IXOAM TSt

5. BuzHaueHHs YCYHEHHS

KPUTHYHOCTI HACJIIIKIB.

aTaku

3aBIaHHA:
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Busnauutn
TaKTHUYHI Ta
CTpaTeriuHi KPOKu
CTpUMYBaHHS
(IMHTOBUX aTax.

[TPOI'PAM
U-
BUMAT'AY
I

3aBJaHHS:
Busznauutu Ta
BIIPOBA/IUTH
KpPOKH 3
pO3CiTyBaHHS
aTak/IHIHUICHTIB,
K1 B1IOYTTUCH 3a
y4acTi porpam-
BHUMAarauvis,
30KpeMa OCHOBHI
MATAHHS Ta
CTparertii.

1. Bu3znauutu
THII IPOTPaAM-
BHMaradviB

2. Buznauutu
001aCcTh
3aCTOCYBaHHS

3. O1iHKa BIUIUBY
4. 3HauTn
1H(1KOBaHOTO

CmutanyBaru
3aX0/I1 3 YCYHEHHSI
IHITUJCHTIB, Y
SKUX I KPOKU
3aIyCKarThCs
paszom (abo
CKOOPJMHOBAHO) 3
3aITy9CeHHSIM
BIIIIOBITHUAX
KOMaH]I
CIICIIIAITICTIB,
TOTOBUX
pearyBaTu Ha
Oyab-sKi
NOPYIICHHS.

PosrnsiHyTH Hac i
KOMITPOMICHI
IMJIXO/IH 3
YCYHEHHS
IHIUJICHTY .

3aBIaHHA:
Buznauutn

3aBiaHHS:
Busznauutu eranu
MIPOBEICHHS
KOMYHIKaIIii.
Bxazartu
IHCTPYMEHTH Ta
nponeaypy
(30KpemMa XTo
MOBUHEH OyTH
3aJly4eHUi) AJis
KOXXHOT'O KPOKY.

3aBaHH:
BuzHaunutu kpoku
BIIHOBJICHHSL.
Busznauutu ta
BKa3aTH
IHCTPYMEHTH Ta
IPOLEYPY ISt
KOXXHOTO KPOKY.

He
PEKOMEHI0BAHO
TUIATHTH BHUKYII: 1€
HE TapaHTye
BUPIILICHHS
npobnemu. Bee
MO>K€ MITH HE TaK
(Hanmpukia,
MTOMWJIKH MOXYTh
3poOUTH AaHi
HEMO>KJIUBUMU
JUTS BITHOBJIEHHS
HaBITH 3a
JIOITOMOT OO
kimoga). Kpim

[Mpuxnan: it
KOpHCTyBaya npu
i703pi Mpo
HasSIBHICTh
porpaMu-
BHUMaraya

3aBmaHHS:
Buznauutu
KPOKH 151
KOPHCTYBayiB,
K1 pearyroTh Ha
HAsIBHICTD
porpamu-
BUMaraya.
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TaKTUYHI Ta
CTpaTeriyHi KpOKH

TOTO0, OIlJIaTa
JIOBOJIUTD, IO

CTpUMYBaHHS MpOrpaMu-
porpam- BUMaradi
BUMaradis. MPALIOIOTH 1
MOXXYTh TTOCUJTUTH
aTaky IPOTH Bac
4qi Oy1b-KOI'0
THIIOTO.
ATAKA 1. Heraiigo CnianyBatu 3aBna”Hs: 3aBma”HA: [Mpuknan: dii 3aBIaHHA:
HA BIJIKJTFOUUTH 3ax0/1 3 ycyHeHHsl | BusHauntu kpoku | Busnauutu kpoku | kopucrtyBaua npu | [TocminkyBaTucs 3
BEBCAMT | 3incosanuii npolisieM, y SIKUX | IPOBEAECHHS €Tally | BIIHOBJIEHHS. aTaril IHIIUMHU
cepBep s KPOKH 31 KOMYHIKaIIIH. Buznauutu Ta MOIIKOJIKEHHS CIIBpOOITHUKAMH,
MOIAJTBIIOTO CTpUMYBaHHS Bkazaru BKa3aTu BeO-caiity 106
JOCHIIKEHHS. 3aIlyCKarOThCs IHCTPYMEHTH Ta IHCTPYMEHTH Ta NEPEKOHATHCS, 11O
2. BuzHauntu paszom (abo poueaypy MpOUERYPY IS 3aB/IaHHA: BC1 PO3YMIIOTh
JOKEPEIIo CKOOPJMHOBAHO) 3 | (30Kkpema XTo KOXKHOTO KpPOKY. Buznauutu HACTYTHI KPOKH Ta
BPAa3JIMBOCTI 3aJIISTHHSIM MOBHHEH OyTH KPOKH /151 poOIIATH CBiM
CUCTEMHU, KY BiJIMTOBITHUX 3aJly4eHui) AJis KOPHCTYBayiB, BHECOK, JI€ 1€
BUKOPHUCTaB KOMaH/ KOXHOTO KPOKY. K1 pearyroTh Ha | MOKJIMBO.
3JIOBMUCHUK. CIIELIAJICTIB, aTaky Ha BeO-
3. 3ibpatu Oyap- | roroBux CauT.
SIK1 TT1JIKa3K1 pearyBaTu Ha
1010 TOTO, KUM € | Oyab-sKi
XaKep a0o Ha Ky | HOPYIIEHHS.

OpraHizaiio BiH
MPALIIOE.
4. 3i0patu 1HILY
BaXJIUBY

PosrasinyTu vac i
KOMITPOMICHI
MMIXOIH 3
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iH(popMarliro 31
CTOPIHKH, sIKa
OyJa 3ircoBaHa.

YCYHEHHS
IHIIUJICHTY .

3aBJaHHs:
Busznauutu
TaKTUYHI Ta
CTpaTeriuHi KPOKU
CTPUMYBaHHS
[TOIIKOKEHHS
BEO-CaMTIB.

1. CtBOpUTH
pe3epBHY KO0
BCIX JaHMX, 1[0
30epiraroThcs Ha
BeO-cepBepl.

2. O60B’3KOBO
TUMYaCOBO
BUMKHYTHU CEPBEP
311ICOBaHO1
CTOPIHKH, TTIOKH
TPUBAE
pO3CIiTyBaHHS.
3. [Ticns
BU3HAYCHHS
JDKepesa aTaku
BUKOHATH
HEOOXiTH1 KPOKH,
o0
MICPEKOHATHCS, 1110
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CIIEHapii aTaku

OlIbIIe HE
MOBTOPUTHCS.
I[MIATOTOBKA PO3CJIIIYBAHH | AHAJII3 BUITPABJIEHHS | BIIHOBJIEHHA | ITICJIA
A [HIIUAEHTY

BTPATA 3a0e3neyntu 3aBIaHHA: 1. Ilepexkonatucep, | Etan Ha nonmatok no Eram 3axomiB
JAHUX HAJICKHUAM JOCTYyN | BusHaunutu Ta 10 Oy ab-sIKi BUITPABJICHHS: 3arajJbHUX KPOKIB | MICIIS IHIIUACHTY

10 Oyab-sIKOi BITPOBAIUTU KPOKH | 3a]TisTHI JIaHi. 1 BKa3iBOK y Mae€ Takl Iiil:

HEOOX1THOT 3 pO3CIIiTyBaHHs, 2. - Mictuts IJIaH1 pearyBaHHs

JOKyMEHTAIIIi Ta 30kpema ocHoBHI | [IpoanamizyBatu TEXHIYHUN Ha 1HIUIEHT: - 3amI0BHUTH 3BIT

iHdopMarrii, IMUTAHHS Ta OyIb-sKui MEXaHI3M PO IHIMJICHT,

BKJIFOYAIOYU cTparerii H1703pUTUi MOPYLIEHHS 1. BinHoBUTH BKJIFOUAIOYH BCi

JTOCTYN y KOMIIpOMeTAIlii, MEpEKEBUI JTAaHKX; CUCTEMHU Ha JeTanl IHIUACHTY

Hepobouuii yac, igenTudikamii Ta | Tpadik. - YcyHeHHs OCHOBI aHaJI3y Ta Jii.

JUISL HACTYITHOTO: | AOCTYTY. 3. [lepernsnytu TEXHIYHOTO BILJTUBY Ha - 3aBepmuTH

- [Ipouec KypHaIH Oe3NeKu | MexaHi3My JUSITTBHICTB 1 polec

YIPaBIIIHHS Ta JAOCTYILY, BUTOKY JIaHUX; KPUTUYHOCTI yHpaBIiHHSA

IHI[UIEHTAMHU; CKaHyBaHHS - BinHoBnenus IISTIBHOCTI. IHIAIEHTAMHU.

- Cxemu BPA3JIMBOCTEH 1 ypaXeHHuX cucteM | 2. 3niiCHUTH - OnmyOmikyBaTH

apXITEKTypH OyIb-sKi 1 cmyx0 Ta MIOBHE BIJIMTOBI/IHI

MEpexi; aBTOMAaTH30BaH1 MIPUBEICHHS J10 aHTUBIpYCHE Ta BHYTPIIIHI Ta

- Hiarpamu pe3yapTaTu 3BUYaNHOTO po3mupeHe 30BHIILIHI

IIOTOKY JAHUX; THCTPYMEHTIB. CTaHy. CKaHYBaHHS MOBIJJOMJICHHS.

4. LIKIJTUBUX

Buznauutu ta [IpoanamnizyBatu porpam ycix

OTpUMATH OyIb-sIKy CUCTEM I10 BC1i

MOCITYTH M103pLTy oprasizarti.
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CTOPOHHBOI'O
npoBaiiaepa.

Ilepersiny i
OCTaHHI
KIOepIHIUACHTH

Ta iX pe3yibTaTH.

AKTUBHICTb,
Gbaiinu uu
BUSIBJICHI 3pa3Ku
3I13.

5. 3icraBuTH Oy/IB-
SIK1 HEMIOAAaBH1
mojii 0e3nexu abo
O3HAKH
KOMITpOMeETAaLii 3
M1103P17I0F0
AKTUBHICTIO B
MEpEeKI.

6. Buznauurtu
JOKEepesio
KOMIIpOMeTarlii
JTaHHX.

7. BuzHaunutu
KOHKpETHHH Halip
TaHMX, SIKUi 0yI10
3]IaMaHo, a TaKOXK
crocio 1oro
37Iamy.

8. Buznauutu
METOOJIOT1F0
aTaku Ta rpadik
KIOepIHIMICHTIB.

3. IToBTOpHO
BCTAHOBUTH
00JIIKOBI JaHl
BCIX 3aJiIHUX
CHCTEM 1 JaHi
00I1KOBHUX
3aII1CIB
KOPHCTYBayiB.

4. PeinrerpyBaru
paHiie
CKOMITPOMETOBAH
1 CHCTEMHU.

5. BigHoBUTH
Oyab-aKi
MTOIIKO/KEH1 a00
3HHUIIECH] JaHI.

6. BigHoBuTH yCi
NpU3yMUHEH]
CITyKOH.

7. BctanHoBuTH
MOHITOPHUHT IS
BHUSBJICHHS
HOJAJIBIIOT
mi03pisiol
IISTIBHOCTI.

8. KoopnunyBatu
BIIPOBAPKCHHS
OyAb-IKIX
HEOOXITHUX
BUIPABJICHb 200
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3aX0/1B 3

YCYHEHHs

BpPA3JIMBOCTEM.
Kepyrwua cnpaBaMmu MiCbKBUKOHKOMY Oxcana 3aTBapHMUbKA
I'oryBas:
Ha4.BIJALTY 1HOpMaLIMHUX TEXHOJIOT1H Hazap JlaBpyk
[ToromxeHo:

3aCTYIHUK MICHKOI'O T'OJIOBU Anppiit Cracis
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